Palacky University in Olomouc — Pedagogical faculty
Centre for the Prevention of Risky Virtual Communication

b

RISKS OF

4 4
-

Olomouc 2014



Palacky University in Olomouc
Pedagogical faculty
Centre for the Prevention of Risky Virtual Communication

Risks of Internet Communication IV

Olomouc 2014



~ -®
L
L
.
x K ﬁl— D
evrop5ky -
socialni OP Vzdélavani

fondvCR EVROPSKA UNIE pro konkurenceschopnost
INVESTICE DO ROZVOJE VZDELAVANI

Oponents:

doc. PhDr. Hana Maresova, Ph.D.
doc. PaedDr. Ludvik Eger, CSc.

Realized within the project:

E-Synergie -scientific network for risks of elegtio communications
CZ.1.07/2.4.00/17.0062
wWww.esynergie.cz

1% edition in English

© Kamil Kopecky, Rene Szotkowski, Veronika Krejci, 2014
© Palacky University in Olomouc, 2014

Translated by: Lukas Hejsek

Unauthorized use of this work is a copyright vimatand may give rise to
civil, administrative law, eventually criminal lidiy.

ISBN 978-80-244-4105-4



Content

INtroduction to the tOPIC weeeeerrreeeerrrneereeeeerecsrrnenreeeessesessannneeeees 6
1 Theoretical basis of observed phenomena........ccccceeeeeeeernnnnes 8
1.1 Cyberbullying......coooieeeeee e 8
1.1.1 Manifestations of cyberbullying.........c.ccooovveeiennnnenne. 9
1.1.2 Aspects that help to spread cyberbullying............... 15
1.1.3 Victim of cyberbullying.........cccooveeeeinieiiceeeceen, 20
1.1.4 Attacker of cyberbullying........ccccooevvvveeciniccieecenen, 21
1.1.5 Differences between traditional bullying aryderbullying
................................................................................................. 21
1.1.6 Cases of cyberbullying from abroad and frowe €zech
[T 018 o] o U 24
1.2 CybergroOming........ccccceveeierieeeeiese e see e 45
1.2.1 Characteristics of cybergrooming........ccccceevevvvnenen. 46
1.2.2 Stages of manipulation with the victim..................... 50
1.2.3 Other characteristics features of cybergragmi........ 60
1.2.4 Reports of cybergrooming from abroad and @zech
(=T 010 o] o RSP SRT 61
1.3 SEXENG...eiieeiiiieeeieeee ettt s 73

1.3.1 Sexting cases from abroad and from the CRegublig4
1.3.2 Research of sexting abroad and in the Czeglulilic. 86
1.4 Sharing of personal data on the Internet........................ 89

2 Research methodology......ccccereeerereeesrrsnnreeeessessesssnneeressseseenns 91



2.1 Research ObJeCtiVES........coccevvreereeeeee e 91

2.2 Research problems........ccccvvvieviviecere e, 92
2.3 Selection of respondents.........cccoccevvecvevereeveceeceeseeeen, 93
2.4 Description of the research sample.........cccccooveeevvnennee. 94
2.4.1 Regional distribution of the research sample.......... 95
2.5 Research methodology........ccoeveverereennreeere e, 97
2.6 Timetable of the research............cccocevevncincinccncncns 98
2.7 Data and statistical procedures.........ccccceevveverveceereseennn. 98
3 Results of the researchi......cevveeiiieeiiiecnieeiceccceenne 100
3.1 Cyberbullying among Czech children............ccccceeuen..e. 100
3.2 Personal meetings with users of the Interrteg¢ (basis for
CYDEergrooming).......ccceevieevinieeceeee e 106
3.3 Sexting among Czech children.........ccccoeeevvnieinnenenns 117
3.4 Sharing and sending personal data.............c.cccceceruennee. 119
3.5 Czech children and social networks............ccccceceruennee. 121
3.6 The perception of truth and lies on the Interne............ 124
4 Possibilities of education and prevention of risk behaviour on
the INTEMMET .ot 126
4.1 Education of children............cccoceevenieneincincincniens 127
4.2 Education of teaChers........c.ccceveviveniiniincncecnens 128
4.3 Education of parents.........cccceeeeveveeceereneeceseeeese e 129
4.4 The education of future teachers.........ccccceevvrvnenennne 129
[=]] 1 T o ] =T o] 0|V 131



ESTU o] =T od 1 T [ T 139

ADOUL The AULNOIS..ciiteeeiirrerniireereniereennniereenssiereesssesseenssessesnans 142
(@)1 a1 B 01 0] 8 1 F=11T0 ] o I 144
oYU 0] 0= U 145

ZUSAMMENTASSUNG ..oeeieeeeeeee e e e e e 147



Introduction to the topic

ResearchRisks of Internet communication IVis the fourth nationwide
research.

It was implemented within the E-Bezpeci projectjoshhhas been guaranteed
since 2010 by professional department —Centre HerRrevention of risky
virtual communication, Palacky University Olomowamyd its interest was in
the occurrence of risky behaviours associated with infonation and
communication technologies(especially the Interneip a population of
Czech children

Specifically these risky phenomenons were monitored

A. Cyberbullying (various forms of cyberbullying, depending on th®sen
communication environments).

B. Establishing virtual contacts (communication with unknown people and
personal meetings with them; basis for ¢lgbergrooming).

C. Sexting (in the form of public sharing of intimate matésiahe internet
and in the form of providing intimate material ayuest).

D. Sharing of personal dataon the Internet (focused on sharing face
photos).

E. Other related phenomena.

Their definitions are given in the basic theordtiteckground of the
monograph (chapter 1). Description of the reseanetthodology including
presentation of the descriptive part we presethiénsecond and third chapter
of the text. Relational part of the research hanhmiblished in professional
periodicals; therefore, it is not mentioned here.



Possibilities of prevention of risky behaviour dretinternet are outlined in

the fourth chapter. The bibliography and the saairbg which the readers of
this monograph can increase awareness about iexa@sined, are to be

found in the fifth chapter.



1 Theoretical basis of observed phenomena
1.1 Cyberbullying

In the monograph, our first focus will be on theus of cyberbullying, based
on existing definitions of so-called traditional Illging (in Czech
environment particularly Michal Kolar is interest@d bullying), in which
bullying is perceived as aggressive, intentionepeated acts or behaviour
carried out against individuals or groups that careasily defend (Whitney
& Smith 1993 Olweus 2006). Other authors undersieyigkrbullying as a
form of harassment based on the imbalance of p@merthe systematic
abuse of power (Smith & Sharp, 1994, hereinaftgbRi 1997).

A more specific definition of cyberbullying is gineby Hinduja and Patchin
(2008) and Dehue, Bolman, Véllink, Pouwels (20a8nduja and Patchin
(2008) defines cyberbullying as a deliberate, rigmband hurtful activity
using computer, mobile phone and other electroeidod. Dehue, Bolman,
Vollink, Pouwels (2008) describe cyberbullying asrtire, threats,
humiliation, or other embarrassing attacks amonglestents using the
Internet, interactive and digital technologies atife phones.

In our research, we defined cyberbullying as forfmnaggression that is
carried out against the individual or group usingfoimation and
communication technologies and which occurs repidatéBelsey 2004,
Smith & Elephants 2007), whether by the initial mggor or the secondary
invaders. And how Kowalski, Limber and others a@@Q7-2008), itis a
bullying that occurs through e-mail, ICQ, mobileoples (SMS, MMS, phone
calls), chat, website, and other ICT. In the Czexhironment mainly Michal
Kolar, David Smahel, VeronikaKrejci, KamilKopeckirReneSzotkowskideal
with cyberbullying, while not deviate significantisom foreign approaches.

Within the researctRisks of Internet communication I&yberbullying is
monitored due to its individual manifestations a&srothe selected
communication platforms.



In the following text, we will focus on the partlewm symptoms of
cyberbullying and the tools and aspects that hslgpread —we will point to
the comprehensiveness and complexity of the phenome

Next, we will discuss the victims and the attackerko were the subject of
interest in our research; we will describe theadd#hces between traditional

bullying and cyberbullying.

Then on individual cases from abroad and Czech Bepwe will point out
the dangerous effects that this phenomenon may. have

1.1.1 Manifestations of cyberbullying

Manifestations of cyberbullying, the combinationsafveral components, see
figure 1.
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Figure 1: The emergence of cyberbullying signs (SeuE-Bezpeci)

telefony...

A. Publishing of degrading recordings (audio, videor photos

By posting we mean disclosure of the records oratigg photos on the
Internet or sending via GSM services (MMS).

The attacker can get the humiliating materialsewvesal ways:



e The victim provides the material to the attacker.
e The attacker steals it (e.g. from a mobile phona computer).
e The attacker creates it (records, falsifies etc.).

As for the degrading material created by the attgcthey are often formed
by simple scenario - to provoke the victim to reshcsubsequently capture it
on the camera, mobile phone, and to publish — panithe Internet via

mobile phones and the record can be then editeter Adublishing the

degrading material the victims are exposed to pufdicule, not only people

from their neighbourhood, but anybody who gets sgde it (it can be seen
on the Internet by millions of users around theldjor

The victim is manoeuvred in an embarrassing sitnally using one of the
traditional bullying manifestations, whether phgdior psychological.

Example of physical provocation:

A pair of young men chose the boy waiting for the $top. One of them ran
to him and "slammed" him in the face. The otherngoman recorded the
situation, including the boy’s surprised reactiam his mobile phone. The
attackers then put the recording on the YouTubesiteb

In this case, the behaviour is callbdppy slapping It involves physical
attack on an unsuspecting victim, whose reactiossrpfise, fear,
astonishment, horror...) is recorded and subselyuyauiblished.

This new form of cyberbullying first appeared in030in the southern part of
London with hip-hop "gangsta teenageisirgest archive human aggression
can be found on the Interne?010). Originally it was about creating
entertaining videos on the way "hidden camera'erghis a random selection
of victims, as well (e.g. passers-by in the padque waiting at the bus stop,
etc.). These ,innocent" attacks soon grew intolyes#rious violent offenses
that in some cases even resulted in death of tienvi
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In the UK the happy slapping attack was first phad in 2008, when a
group of adolescents beat a homeless to death.

Example of psychological provocation:

Two pupils in §'grade, Marek and Libor, tried to provoke a Czectyimge
teacher Marie K. during a lesson (they shoutedeatihterrupted the lesson,
berated her, etc.).When the teacher could not sthedsituation and got
angry, the pupils secretly filmed her on a cellpdand placed the recording
on YouTube. The recording was seen by over 700%su$be teacher hadn’t
known of its existence until angry parents camasioher about it.

Teachers often become victims of these attackso@daw does not provide
enough options for defence against this kind oBaur.

B. Humiliation and slander

The attacker tries to damage the victim's reputaiind undermine his/her
relationships by publishing false information orsutts and humiliates
him/her.

Not only children can suffer from this manifestatiof cyberbullying, but

also adults, such as already mentioned teacheishwiny be the victim of
their avenging pupil or student, see figure 2.

11



STOP ODEUR

Osobni: Iméno: [N Oblibené: Jidlo: Te mi to jedno kdyZ je to levné...

Vek: 34 Piti: to same co u jidla
Vzdélani: Nevedu Televize: nemdme
zaméstnani: Muceni studenti gymndzia Heree: Orlande Bloom
Postava : Vyika:173 em Kniha: Jehovistickd bible
Véha: 68k Barva: Hnéda
Postava: 3noifih|u. Sportovni Kvétina: Trava
Barva oéi: Hnédé Misto: kabinet
Barva vlasi: Spinavd hnéd' Kapela: Simon Radek a Pavel
Bryle: ano Majetek:
Vousy: Strnisté Intimné: Orientace: Bisexudlka
Zavislosti: Koureni: ne Velikost poprsi: -1aZ 0
Alkohol: nepotiebuji (i bez toho sem mimo) Pohlavi: Strnisté
Zavislosti na: Prace, Chatovani, Sex Zkusenosti: Nemnoho
Sporty: aerobik, Fitness Naposledy: Nikdy (décka mam ze zkumavky)
Ndzory: Motto: Smat seat’ se déje co se déje... Erotogeni zény: V podpai:-D

Lehké uchylky: , Pro délku textu nezvefejnéno”

Figure 2: Cyberbullying of teachers (Source: E-Beip

C. Identity theft, identity fraud for cyberbullyingor further socio-
pathological behaviour

This manifestation of cyberbullying is one of theosh popular among
attackers. The aim is to gain access to anothestretéc account (for
example, to the e-mail account, IM, chat roomsiscussion, the account of

the educational environment, etc.) and its subsgqueisuse for
cyberbullying of the account owner.

Different types of account attacks or its abuse:

e Manipulation with profiles (publishing false/defatogy information
about the owner.

» Deleting contacts and messages.
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* Sending out messages with inappropriate conterivedralf of the
owner account (e.g., insults, deliberately misggklassignments,
reports of xenophaobic or racist content, child pgmaphy, etc.).

e Misuse of personal data and contact informatiothé&account (e.g.
to log on to different services and applicationg.(elating or porn
dating sites, ordering goods via e-shops, abuseuatdor crime).

D. Embarrassing using fake profiles

The attacker creates a fake personal page or@hécimccount in the victim’s
name(for example on social networks), where he/ghblishes false
information about the victim (e.g., sexual orieiaa} fictional interests and
hobbies, etc.) that are intended to be harmful.

E. Provocation and assaults of users in online commication

It is a hostile and offensive interaction amongrsis# online communication
instruments (discussion, chat, e-mail, social netg)p who comment on
current problems of the real world (e.g. politisports, religion, philosophy
or other topics that divide society).

The aim of these attacks is to annoy other peoptraw them by provoking
and insulting into a similar method of communication case other users
ignore these tries, the attacker may try to bloble tcommunication
(discussion or chat) by so-called "wallpaperinghjah is repeated pasting of
text in the online communication.

Persons who encourage these disputes are Chitednet trolls" .

F. Revealing secrets of others to harm them

The attacker has intimate or embarrassing mataialit the victim (intimate
photos, confidential information, etc.) at his/liksposal, which he/she may

publish via the Internet or mobile phone.

13



The attacker can obtain such materials in seveagsyfor example:

e The victim provides it to the attacker.
e The attacker wheedle it out of the victim.

In the other case, the attacker pretends to béyredkrested in the victim
(he/she wants to become a friend or partner of theim), see
cybergrooming, sexting.

In his/her manipulative conduct, the aggressor @tplthe weaknesses of
online communication, such as small feedback, tfakon-verbal characters
of communication or other contextual clues that enaldifficult/impossible
for the victims to assess whether the attacketésested in him/her is real or
feigned.

Intimate or embarrassing materials may be usedrtbdr socio-pathological
behaviour, such as blackmail or other manipulation.

G. Exclusion from virtual communities

It is a deliberate and gross exclusion of a peifsom online groups, e.g.
Spoluzaci.cz:

The pupils of 7.A established a page on the soc&tivork of former
classmates. Almost all pupils in the class creatqofile page. One girl in
the class, which was not very popular among thersthdid not get access to
the site. It was very humiliating for her. Moreoyshe found out that other
classmates gossiped about her on this page.

H. Harassment
The attacker tries to throw the victim off balarme repeated phone calls,
drop-calls or written messages (SMS messages, Is;n@iat messages,

discussion, IM, etc.). The attacker’'s aim is priiiyato "bother" the victim
and thus making his/her life miserable.

14



Andrea and Silvia were best friends. When Silvienidd another best friend,
she did not want to be a friend with Andrea anyméwdrea decided to take
revenge on Silvia for that. She bought a new Siktl @nd every night from
22:00 to 23:00pmshe drop-called

Silvie on her mobile phone every 5 minutes... Tighindrop-calls aroused
not only Silvia, but also her parents, who wereyvamgry at her because of
it.

They thought that Silvie calls someone secretlyight and lies about it. It
caused Silvie large problems. When she explainedmimole situation to her
parent, they tried to stop it. As they could notfiout the real identity of the
attacker, Silvie finally had to ask the operatobtock incoming calls from
the phone number.

Attention! This behaviour could result in a danger@ursuit of the victims,
which is called stalking. Stalking has been lalse(since January®] 2010)
as a criminal offense and given the fact that 2%talking cases end up in
death, it is not advisable to underestimate it.

1.1.2 Aspects that help to spread cyberbullying

The pace of expansion and variability of cyberkolly can hardly be
compared to other socially pathological kinds ohdogour. Thus, we will
highlight the aspects that help to these facts.

The attack is easy for the attacker

Due to anonymity the attacker’s fearof being caughsuppressed and
identification is difficult.

In a virtual environment, attackers often perfornder the nickname and
they use an unknown e-mail address or phone nuthbeis unknown to the

victim.

15



Anonymity gives them the impression of elusivenesgengthens their

courage to try harsher methods and forms of attaliks aggressor can very
easily create new and new identity, he/she maycatdi a different age,

different sex, occupation, and so deliberately imalaite those with which

he/she communicates.

All this, of course, makes it more difficult to wkify the attacker.
Additionally, the attacker may try to "sweep his/li@cks" also in the real
world -for example, the attack is carried out ugdodplicly accessible Internet
or unregistered SIM card.

The victim has a little chance to figure out theetiidentity of the attacker
without specific knowledge.

Although for many users anonymity seems real, ibiidy apparent. The
identity of the attackers is in most cases revedbgd using suitable
technologies (e.g. IP address tracking, proxy server packets). In
cyberspace, we leave behind lots of "cyber tracésfata tracks that can be
traced. Still it is generally very difficult to twa the attacker.

Not always the victim can rely on the assistancehef law enforcement
management, such as the police. Given that martheoimanifestations of
cyberbullying are not solved by Czech law system, fiolice often have no
effective tools to intervene.

In determining the identity of the attacker it sdimes helps that
cyberbullying is often intertwined with traditionalbullying -
originators/victims of traditional bullying are efi originators/victims of
cyberbullying, as well. Thus, if a child is expodedhe attacks of both in the
virtual environment and in the real world, it ikdly that it will be the same
offender.

This is confirmed by the research project Minimizatof Bullying (MIS

2010), which found that 78 % of victims knew oreatetined the identity of
the attacker, as51 % of the aggressors were isdhee class as the victim

16



and another 27 % attackers attended a differess af the same school as
the victim.

The behaviour of people in the virtual world is kig

Many cases of cyberbullying would not have happeht victims of these

cases at least minimally had protected themseléde in real life we grow

defence mechanisms from childhood in the form afiees, shame, we are
repeatedly warned against a variety of lures byemar teachers, and
sometimes the media (e.g. communication with seesjgetc., , information
about virtual risks are minimal(often limited toopecting computers from
viruses).

For many users, the virtual world becomes an es¢ape reality, space
where to hide from problems. They perceive théusirreality as a great
place where they can have fun, fulfil their dreambgere they can be like
what they want to be, where they can build a ldecading to their ideas.
People enter the virtual communication and virtelavironment with great
confidence. They let themselves lullaby illusory oaymity of the

environment - it tempts them to behave less cdyefiéin in the real world —
they are bolder in communication, discuss sensitiopics (problems,
sexuality, etc.) they communicate without barriers.

This phenomenon accompanying virtual communication called
disinhibition (Willard, 2004) — it means the loss of barriersthe Internet
environment.

While in real communication a person improves théditg to perceive the
different nuances of speech that help him/her sess the truth and lie,
perception of hyperbole, verbal humour, etc., ifual communication it is
very difficult due to the absence of contextualesi{such as body language,
tone of voice, speed of speech, etc.). For thecksta the virtual
communication is an ideal tool for various manipiolas as it uses a complex
coding.

17



Sharing of personal data, photos and videos oifntieenet can be definitely
considered as a risky behaviour. First, it suggtdsas much people do not
realize how this behaviour can be dangerous (farmgpte, materials can be
misused to blackmail, manipulation, humiliation¢.gt and also that people
rarely read the contract for the services they(usesharing is done without
their note, for example on Facebook).

In addition, there is a general perception thatfzing put on the Internet can
be easily downloaded back. But it is the other waynd.

A large number of people in the virtual world

We encounter the information and communication nietdgies practically
everywhere. They bring us benefit (at work, at sthin private life) and
they also represent some kind of fashion.

Manufacturers have been competing in new servicelseodesign of mobile

phones, advertisements that may force us the fdgaour mobile represents
our personality. And it is also essential in certeircles to be a part of online
social groups.

Especially children and youth succumb to theseidastiends due to poorly
developed critical thinking, less experience andemsubmissiveness. It is
difficult for them to withstand the pressure of nzednd media stereotypes,
especially when they often even do not perceive finessure. In addition,
they are exposed to the onslaught of peers - tiifferent, be aside from the
group and go against the mainstream is very diffiewt only for children
but also for adults...

In addition, virtual reality offers people the oppmity to fulfil their wishes,
the ability to change themselves and their liveth&ir own image. Many of
them also feel better in this environment tharhmeal world, they incarnate
to their virtual self (alter ego, avatar) and ao¢ interested in real bonds. The
addictive behaviour is then just a step away; alait it the possibility to

18



encounter cyberbullying or other hazardous comnaiitin practices
logically increases.

The rapid development of technology and lack of yeation

Acceleration of the development of technologies serdices that offers ideal
environment for spreading potentially hazardous rooimication practices
has its share on the accelerating pace of spreagibefrbullying. However,
this does not mean that development of technoldagissmething wrong. It's
up to us how we handle the possibilities that feisf - whether we use them
or misuses them. Information and communication rietdgies are not
weapons, they are tools. There are neither goodadr It's up to the people
for which activities they use the technologies.

Generally, the ability to adapt to new technologgesloser to children than
adults, as discovering is an integral part of ¢hkitds lives. Children are
acquainted faster with the news of the virtual wdHan adults whose time is
tied to other activities, and they have no timewergy for discovering.

Parents usually do not have time to constantly éxamwhat new services
virtual environment provides, how they work or whales they follow. They

have less information about the issue than thedi@l so it makes their
position difficult in the field of prevention. Parts usually learn about what
could happen to their child in the virtual world what the problem may
cause only when the situation really happens aed #ne forced to look for

solutions.

Low awareness of children, parents and teachers hakardous
communication phenomena results in high-risk behaviof children in a
virtual environment, consequently also in the numifevictims. It can also
be associated with a number of attackers who ardamailiar enough with
the consequences of their behaviour.

19



Pushing the boundaries in interaction

The fact that media negatively affect people's biehat today is nothing

new. They make us numb to violence, dispose intymapen sexuality and
disturb people’s privacy. In order to increase eiewatings or to obtain

readers —in the interest of earnings — they oftiacla essence of human
dignity.

In this atmosphere it is certainly very difficut tultivate ethical standards in
children. Especially when we realize that the tisiem more or less raises
children in certain families (parents are busy nspitle time with children,
so children look for models for their behaviour sawhere else). While most
adults probably at least subconsciously understaaiti for example, the fight
scenes in the movie or aggressive verbal attacksolificians are not the
common standards of behaviour, as well as purduiekebrities and public
discussions about their private affairs, childrétem adopt models as their
own. Then, of course, we cannot be surprised tiegt o not behave to one
another and also to adults with proper respecty Dedave just according to
the models that are available to them.

1.1.3 Victim of cyberbullying

Victims of cyberbullying are mostly girls and viets of so-called traditional
bullying. The victims are also the individuals malependent on the Internet
who don’t have many friends in the real world, lsmyttry to look for them in
the virtual world (they make contacts with unknopeople via the Internet).

According to the statistics (Lenhartin Perez 2089 of victims are users
of online social networks like Facebook, Libimsetit. A common thing for
them is that they are not aware of the possikslite information and

communication technologies misuse, which resultsnare risky behaviour
on the Internet, for example, publishing personaforimation and

photographs.

20



1.1.4 Attacker of cyberbullying

The attackers are usually boys who spend a loina# bn the Internet, and
thus they have a better knowledge about Internglicgtions. Their parents
do not care what the children use the Internet for.

The attackers tend to have a lot of friends in thal world — they feel
popular — and they are often also the originataraditional bullying. In the
Czech Republic, about 78% attackers are from theesschool as the victim
and 51% attackers are even in the same class (MI8)2

1.1.5 Differences between traditional bullying anayberbullying

The aim of bullying and cyberbullying is to hurt barm someone, either
physically or mentally. Cyberbullying in many casgarts as accompanying
phenomenon of traditional bullying and the mandé&shs mingle and
complement mutually —as an example we can nameadiegoof physical
abuse of a classmate. According to some studigsu®et al. 2008), between
traditional bullying and cyberbullying there is igrsficant relationship both
in the role of a victim and attacker.

What are the main differences between traditionalllying and
cyberbullying?

Place and time of the attack

While the place and time of the attack in tradigibbullying can be expected
(e.g. at school, on the playground), cyberbullyagan appear anytime and
anywhere. We can become the victims of the attatienever we are
connected to the Internet or mobile network (GSM)this case, we have
nowhere to hide from cyber-attack. The attackealile to find us even at
midnight at "home safety".

21



Attacker

The attacker can be anonymous, hidden behind thknasne or other
undefined identifier. For anonymity of the virtuanvironment it is
significant that it blurs the differences among gleo- age (e.g. a child can
cyberbully an adult), gender, social status, plafsigroportion, quantity
dominance or courage for attack.

Originator of cyberbullying could therefore be angonvho has the necessary
knowledge of information and communication techgads.

Secondary invaders (viewers and disseminators)

The number of viewers of cyberbullying may be fegager than the number
of onlookers at traditional bullying. In the cadecgberbullying, an onlooker
can be basically anyone who has access to thenéitethat means millions
of people around the world.

Except for viewers also the disseminators of cybllylmg are involved in

cyberbullying. These are people who distribute rimfation about

cyberbullying (e.g. send a link to sites where clying appeared to other
people), and thus they are consciously or unconsbioinvolved in

cyberbullying.

Both of these groups of people are an indispensaait of cyber-attacks,
because they can multiply the impact of the attaokthe victim. This
actually harms the victim more than the primargelter — from this point of
view, they become secondary invaders.

Victim
As is the case with the originators of cyberbullyivictim’s age, gender,
physical strength, position in a social group occa&ss in society don’t

matter. In electronic communication the aspects tioead above are
suppressed and not as significant as in face smdammunication.
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Attack and its impact on the victim

During cyber-attack there is no personal contacthef attacker with the
victims (the attacker may not even know the victime/she can identify the
victim e.g. by nicknames or by age).

The attacker then cannot see how the victim respéndhe attack, and is
therefore less aware of the harm that it causes [abk of feedback of the
victim reaction enables the attacker to developreggive and impulsive
uninhibited behaviour (Dehue et al. 2008). The gnuty of electronic
communication develops not only playfulness and tafsSnhibitions, but also
reduces social responsibility, and thus facilitdtes participation of users in
hostile and aggressive behaviour (Herring, 2001).

Lack of feedback, combined with the reduction arfef being caught, an
attacker may be tempted to ongoing aggression, hwhiay eventually

intensify - the moment when he/she is caught amdicted, he/she may have
had a very serious offenses bordering with the lpeode.

Another difference between traditional bullying aogberbullying is the
duration of action of attack.

The impact of the information published on the inét lasts much longer
than a slur or slander in the real world that "Ww# talked about", but will be
quickly forgotten. In the virtual environment, tloéscriminatory materials
remains stored, so that they can be used for cybgiry again and again.
What's more, the humiliating information is aval@ato anyone, anytime,
anywhere.

The impact of the attack or attacks on the victigni§icantly deepens the
sense of hopelessness, which is caused by miniosdilglities of defence
against the anonymous attacker. An important plathe process of coping
with the problems is to understand them. The victisks a series of
guestions:Who's the attacker? Why does he/she do it? Carevemt this
somehow? ...
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In a situation when the victim does not know theniity of the attacker it is
very difficult to look for answers and the way toh& the problem.
Researchers showed that about 35% (Dehue et a8) 20047% (Li 2007)
victims of cyberbullying does not know the trueritigy of the attacker.

1.1.6 Cases of cyberbullying from abroad and fromhe Czech
Republic

Ghyslaine Raza (Canada, 2003)

Ghyslaine Raza alias Star Wars Kid became therfiestia famous victim of
cyberbullying, after the publication of the viddwsving a fight scene, which

represented the character of Darth Maul in the §&ga Star Wars.

The boy made the recording for his own use, bubrdahately, it fell into the
hands of his classmates, who published it on tternet Kazaa website.

The video was seen by many people and among there thas the game
developer of the company Raven Software Bryan Dude provided the
light and sound effects, which contributed to iBssextension.

Figure 3, 4: Example of original and modified regiogs
(Source: YouTube.com)
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The video was then adjusted several times, for pl@nthere were remixes
from various movies, series created - Matrix, Stars, Star Trek, Kill Bill,
Mortal Kombat, Lord of the Rings, Indiana Jones, et

In 2006, the video became the most popular videtherinternet around the
world with more than 900 million viewsS{ar Wars Kid is top viral video
2006. And in 2007 the video was declared the most fawdaternet video in

the world (Vinson 2010).

The popularity of Star Wars Kid was evidenced bg fhct that Internet
petition was created, in which the authors claineete Ghyslaine Raza cast
in some of the smaller rolls in just upcomirfpart of Star Wars. A petition
was signed by 148 624 peopkut The Star Wars Kid in Episode 8010).

Although George Lucas did not refuse to cast Gliyslé has never
happened.

Furthermore, ridiculing collages appeared; Ghyslaiwas parodied by
popular personalities in various shows and his faegan to appear on
postage stamps and souvenirs (T-shirts, etc.).

The Joy of Tech™ by Nitrozac & Snagay
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““““““““““ The shocking revelation of Star Wars Kid Il.

Figure 5, 6: Postage stamp with Ghyslaine a sanfitemics
(Source: Internet phenomenons 2010 StarWarsKid)2010
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When the boy learned of his unexpected populahigysuffered from heavy
psychological shock and had to undergo long-teeattnent.

The recording was not very good and it pointed list overweight and
clumsiness, which a number of spectators did nsitdte to comment on the
sites and blogs on the Internet.

The release of the video also had a judicial sedqwezlause the boy's family
sued families of four of his classmates for sumtved hundred and fifty
thousand Canadian dollars. The reason for the icomfas that the boYhad
to endure and continues to endure harassment atidute of his classmates
and the general public and thus he must be in #re of a psychiatrist an
indefinite period of time. This stigma also affetite completion of his
education, and may also affect his ability to fexdployment. It is probable
that he will have to change his identity becausthisfcase.'(Kocicka2008).

The trial finally concerned only three of the faiedl. The court should have
been launched on April 02006, but the case ended up on Apfi] 2006
by extrajudicial equalization; the conditions haw been published.

Megan Meier (USA, 2006)

Megan Meier committed suicide after she becameittiien of cyberbullying
on the Internet.
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Figure 7, 8, 9: Megan Meier (Source: Megan Meiauriation:
In Loving Memory of Megan Taylor Meier 2007)

Megan was a 13 year old girl from Dardenne PraMissouri, who suffered
from attention deficit disorder and had problemghwieing overweight,
which caused her depression.

In the 3 grade she began to talk about suicide, so her {sasgsited a
therapist. When she started attending tfigr&e at a new school she was
feeling happy. The pupils had to wear school uni®and were not allowed
to make up, which was good for Megan. She joinedvitileyball team, she
managed to lose weight and very soon the doctoovethher braces.

In this revolutionary period she broke up with erg-term best friend Sarah
Drew (13 years); she did not sympathize with hgmnaare... (Pokin 2007)

A few weeks before her T8irthday Megan begged her mother to allow her
access to the social networking site MySpace. Hether was not very
pleased, but was eventually persuaded. Megan viaseal using the site
only under the strict supervision of her mother aiitth many constraints.

Approximately six weeks before her death, a 16 yddrboy Josh Evans
contacted Megan through her account at MySpace.aMegally liked his
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photo, so she added him among her friends with jgsiam of her mother. A
relationship was established between them soon.

"Megan struggled all her life with weight and se$fteeni said her mother
Christina."And now she finally found a boy who really thoughe was
pretty.“(Pokin 2007)

On 18" October their mutual communication suddenly change

"I do not know if | want to be your friend anymdrecause | heard that you
are not very nice to your friendsjJosh wrote in e-mail. According to her
mother, the following day he sent several othertudisBng messages.
Christina Meier ordered her daughter to check ominfthe social network.

But she had to go to the doctor with the youngargtiter, so she did not
check Megan personally. Then when she called bewk the doctor, she

found out that Megan continued in an interview withsh and that other
children joined the communication.

"They are so rude to meMegan cried into the phoni@hey are sending
messages about me. They wrote on my wall: MegaerNéed whore. Megan
Meier is fat cow."

When her mother returned home, she was very upaehér daughter did not
respect the ordelYou're my mom! You have to be on my sidegan said
to her. And about 12 minutes later Megan’s parfnted her hanged in the
closet. She died the next day at the hospital (P2RD7).

A few weeks later the Megan's parents learnedttieae is no Josh Evans.
The profile with this name was created by motheMefyan's former friend
Sarah, Lori Drew. The impetus for this behaviourswhat Megan called
Sarah a lesbian (Zetter 2008).

Lori engaged in cyberbullying not only her work lealgue AshleyGirills, but
also her daughter and other children.
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Figure 10, 11: Lori Drew with his daughter in cquuri Drew
(Source: Wired.com 2010)

The case was publicized and Lori Drew, a popula successful woman,
subsequently became the victim of a series of kdtaghe was pilloried both
on the Internet and in real life. On the Internggople put her contact
information (address of her home and office, hoelephone number and
mobile phone number), photos and aerial photoshef liouse! People
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persecuted her and she had to face threats andict&st of her property
(Pokin 2007).

In addition, she was accused of four counts.

The case of Megan Meier caused some changes iavise On August 28
2008 in the State of Missouri; Act 818prohibitingarAssment through
computers and mobile phones was passed.

The bill was a reaction to the Missouri Police thahs not able to
comprehensively prosecute Lori Drew for cyberbulfyiand harassment
through a computer. The definition of harassmerthanlaw was due to this
cause supplemented by the formulatitfhis is a conscious behaviour in
order to intimidate or cause emotional distresshafassment may be
anonymous, conducted either by telephone or eleicatly”, "harassment
can cause anxiety to a child."

Harassment was reclassified from an offence taraecwith the possibility
of imprisonment for up to four years if it was perhed by adults against
persons younger than 18 years or if the offendex eeavicted for the same
conduct previously (Pokin 2007).Christina Meier @dae’s mother)
participated in the enforcement of this act (In iogv Memory of Megan
Taylor Meier 2007).
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Figure 12: Christina Meier (Sourdéncyclopedia Dramatic2011)

Ryan Patrick Halligan (USA, 2003)
Ryan Patrick Halligan, an American teenager fromsexs Vermont,

committed suicide at the age of 13 after beingiédlby his classmates both
in real life and cyberbullied in online space.
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Figure 13, 14, 15: Ryan Patrick Halligan, Ryandhaoland with his father
(Sourcein memory of Ryan Patrick Halligan 1989 to 2003,
Suicide.org: Ryan Patrick Halligan Memorjal

According to his parents, Ryan was a very kind aivg guy. He suffered,
however, from certain developmental difficultiegpdech, motor activity)
which reflected in his school results after hetsthattending school. Ryan
realized it and was worried that he was not likeeotchildren.
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In the 8'grade, Ryan became a victim of psychological bodyifrom
classmates because of his handicap. Parents bigadiag therapy sessions
with him; after the situation improved, they stogdtending the sessions on
the advice of the therapist at the end of the fiftalligan 2010).

Bullying, however, broke out again in th® §rade and during thé"fyrade,
the situation rapidly got worse. The same boy whgether with his older
friends had already focused on Ryan in theyfade was responsible for that.

"Ryan told us he did not want to go to school. Heenavanted to return
there. He asked if we could move, or if he couldneat homé' (Halligan
2010) However, this was not possible. Parents wlatdanform the school
management about the situation. However, Ryan didMant his parents to
do that because he thought it would only worsersttuation.

"Instead, he wanted us to help him learn to fighbrder to beat the guy.”
(Halligan 2010)

He was inspired by the main character of the mddéeate Kid. And it
happened as he resolved; he opposed his tormemtoessfully (Halligan
2010).

Everything then seemed to be fine until the defkdimy, with whom Ryan
even temporarily befriended called Ryan a gay.

This information then rapidly spread among the otgpils of the school,
who then constantly bullied Ryan, mocked him arsiited him.

To get rid of his reputation, during holidays Ryastablished online
communication with a very pretty and popular schgiol After the online
communication, he decided to meet the girl perdpn&he, however, told
him in front of his friends that he was a wretdigttshe did not want to have
nothing to do with him and that the communicatievith him was just for
fun. Ryan then found out that she agreed with hiends on making fun of

33



Ryan this way-her task was to pretend interest] int Ryan’s sensitive
information and make fun of him in front of othék&alligan 2010).

Ryan did not put up with the pressure from hissilaates and in the morning
on October ¥, 2003 he hanged himself in the bathroom. He didleamve a
farewell letter. He was found by his sister, whoswhe first to get up that
day.

Ryan's father, John P. Halligan, decided to use gessonal painful

experience in helping others. He tries to raiseram@ss of the risks of
cyberbullying and juvenile suicides — he tells stid in schools all over the
country about the Ryan’s story and he also createchorial websites on
which he describes Ryan's story and the issuelrbyllying.

Furthermore, he participated in the enactment ef blllying prevention
(Bullying Prevention Policy Layw which was approved in the State of
Vermont close after it has been submitt€dgn Suicide: Greater IBMer John
Halligan says there IS something we can do ConoiesttMagazin2009).

Figure 16: John P. Halligan (Source: NewsWorks2iriy1)
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Anna Halman (Poland, 2006)

One of the most tragic cases of cyberbullying imto@ntal Europe took
place in Poland. The victim was 14 years old stu@dérgrammar school in
Gdansk - Anna Halman, who committed suicide af@nd exposed in front
of all her classmates to sexual bullying and cybkymg on 23" October
2006.

Balh0.S - 0/ WOY
O

CHLOPCY PREYEINALL: DRECEYLISMY ANIE

PEe T‘” i_“I:‘l“{\fll

Figure 17: Blog dedicated to the memory of tradycdeceased Anna
Halman (SourceBlog Pamgci tragicznie zmartej AnR006)

During a class, a teacher had to leave on commdntheo director for
20minutes; Anna was assaulted and sexually harasgefdur classmates
(bukasz P., Arkadiusz P., Mateusz W., Dawid M.)eYore off her clothes;
groped her and pretended to rape her. One of thabbgd her for head and
pretended to performed oral sex. Another studentchMSz., filmed
everything on his mobile phone.
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Anna tried to defend herself, tried to hide undez tlesk, screamed and
begged the boys to stop. Several of her classndigeisto stand up for her,
but they were weaker than the attackers. Otherestsdonly watched the
situation, because they found it funnyhfopcy przyznali: Deczylismy Anie
2006 horror Przeyta 2006).

The attackers threatened Anna to put the video hen lhternet, so that
everyone could see it, which they later didzeyta horror 2006).

Anna finally managed to get free and ran home. émé she did not tell
anyone about what happened. The teacher receivad Bdormation about
what happened after she returned to the classr #feeclass, she called to
the Halmans to inform them, but she reached onlyda's old brother of
Anna. Anna begged her brother not to tell theirepts, she wanted to tell
them about it herself, but it did not happendttz&yta horror 2006).
"Darling, what evil happened to you at schoolRér mother asked.I'l
manage, Mom,'said Anna. That same evening, she told her frievaha
who came to visit her that she could not standstteol humiliation and she
wanted to kill herself. When leaving, lwona told &s mother to be careful
about Anna. The next day, Anna committed suicidant sobie rade mamo
2006). She hanged herself.

The police investigation at the school revealed ithaas not the first attack
Anna was exposed to. The same attackers were igatier repeatedly
several weeks from the time she had refused togowith Michael Sz.
(Matka Ani: niewing chtopc6w2006).

Anna's friends stated that she was terribly scafdibys, and it was also the
reason why she did not announced the previouskattaccording to her
parents she was quiet, private and very shpsfyn, Gruszczgki,
Pawlik2006). Even the school management did not solve pitevious
incidents, although they knew about it from othtedents.

The court for families and teenagers sent all gmtigipants of the incident in
young offenders institution for three months, whidused a big backlash
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and protests from the public (Tysiosobzegnato gimnazjalistkz Gdaska
2006).

At the beginning of the investigation, the videeamling that the attackers
made during the incident was not available. Thesb@moved it from the
Internet and deleted it from mobile phones aftem#s suicide. Police,
however, managed to reconstruct the deleted remuidt suddenly changed
the view on Anna and her tormentor.

Psychologists have said that from the perspectivArma, this experience
does not differed from actual rape, they furthdemed to the fact that it
happened in front of the whole class, almost alident was filmed and that
the girl had a real reason to fear of the uploadyell as the continuation of
attacks in the coming days, which had to escalatearauma to unbelievable
proportions.

The whole experience, backed up by the threat bfigation of the record,
threat of repetition and terrible frustration ovérat the people she knew did
to her, which she even probably considered asdsdone of the attackers
was Ann's cousin and all lived in the same villageAnna), was undoubtedly
sufficient to commit a suicidB{og Pamgéi tragicznie zmartej An2007).

The trial results have not yet been publicizedaso f

Tyler Clementi (USA, 2010)

Tyler Clementi, an eighteen year old violinist astudent of Rutgers
University in New Jersey (USA), committed suicidejbmping off a bridge
after his roommate Dharun Ravi and his girlfriendlliyf Wei used a webcam
to record Tyler’s homosexual intercourse withoatkmiowledge.
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Figure 18: Tyler Clementi (Source: The Guardian®01

On September 1Dand 21, 2010, Tyler asked Ravi to lend him a room for
the evening. Ravi met Tyler’s friend and Tyler t8dvi they wanted to be
alone together in the evening. However, Ravi fednad Tyler's friend might
steal something, so he placed his computer andb@ame to monitor what
happened in the room. Ravi and Wai then watchesugir iChat what was
happening in the room and saw Clementi and his tgl&sing. On
September 20 Ravi placed a message on his Twitter:

"My roommate asked me to lend him our room untdmght. | wentto a
Molly’s room, turned on the camera. | saw him hgwex with a boy. Yeah."
(Kopecky 2013)

On September 24 Ravi published a report that he would organizive
stream from Clementi’s room, and invited Twitteenssto video chat, which
should have been held from 9:30 p.m. to 0:00 (tbdeosstreaming, however,
took place only through a hallway to the next room)

In the afternoon, Ravi pointed the camera at Cldimeed and switched
computer into the sleep mode. In the court, Raid 8@t he had changed his
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mind and pointed the webcam at his own bed, buptiige confirmed that
the webcam was still directed at Clementi bed. Wheler returned to the
room, he saw that the computer and camera weraudfwrote to his friend
that he had taken the computer from the socketqusé sure.

On that day, Tyler announced to housemaster (bartbopally and by e-mail)
that Ravi stalked him and filmed him while havirexsvith another man. He
asked for punishing Ravi. And he also wanted adfiit room.

In the night of September 22010, Clementi left the college; he went to the
George Washington Bridge at 20:42 and wrote thiovishg message on

Facebook:

"I’'m going to jump from the George Washington Bridue sorry."

Jumping off the gw brndge $orry

Awack: [l W [I] ¢ x m

Figure 19: Clementi’s latest Facebook message
(Source: Facebook.com)

He left a suicide note, which has never been pluédis
Mooly Wei was not prosecuted in exchange for testiynagainst Ravi; she
was given only three hundred hours in general conityactivities. In 2012,

Dharun Ravi was sentenced to 30 days in jail, tyese probation and was
fined 10 000 $. After 20 days he was released foason.
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Figure 20: Dharun Ravi (Source: ABCNEWS 2012)

Jiri Pacholik (Czech Republic, 2009)

The case of Jiri Pacholik (56), a head teachelarhentary school in Zelezny
Brod in Pelechovska street, has no parallel in@zech Republic yet - it
represents the first case of cyberbullying that bosnan life.

It all happened in 2008, when Jiri Pacholik res@yfiemm his function and
quit after the recording of his conflict with thegil in 9" grade appeared on
the Internet.

In the video taken by pupils it was evident that tiead teacher rebuked the
student and called him to clean up the stuff that student had scattered
around the table.

"Why would | do it, you bastard2he student replied. The head teacher got

angry and slapped the boy. Then the student ruly &wm the class and the
head teacher followed him.
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But what is missing in the recording is that theadhéeacher brought the
student back to the class and apologized to hinthfaslap.

Figure 21: Example of video recorded by pupils
(Source: Prachar 2009)

Then the head teacher invited the parents of tpd puuschool to discuss the
whole situation with them.

"It was about eleven o’clock; the head teacher wlased in the toilet and
smoked. When he came out, he smelled of alcohohansas not able to
articulate very clearly, he had also problems wiblalance,” said Mr.
Kilousek, a student’s father.
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The head teacher told them that their son wouldagdiad mark for his

inappropriate behaviour. His father suggestedraalthe city police to carry

out a breath test on the head teacher. Then thietbaaher stepped back. Mr.
Kilousek provided this comment to Blesk newspapghtemonths after the

incident.

"We agreed with him that we and he would forgetuhlibe whole situation.

He would not cause problems to our son in the yastr at school and we
would not mention his drinkingsaid Kilousek in an interview for the daily
newspaper Blesk (Prachar 2009).

The recording of the incident, however, was puleiisbn May 2%, 2008 on
YouTube channelHeadteacher slapping pupi008). The whole case was
subsequently publicized and aroused strong emoaiossciety.

Re: Re: Na videu jsem zadne deti nevidel

Jakn Clovdh jedtd dhalou prahndly 51 ryslire, 28 jeding koo by mdl dostal 3o huly j& len feddel Fala
nEam odikdy 81 vlarnani nemyllanl gédei ﬁll"J:l'I-u takhle dovolewa) Tady nepde o 3o, jea8 @ 1o
GEib, ani o e, jest i ten 28k dema vwiicd & rodde 1o budou FeSil Ne. Jé sice pravda, 2 K aditell
B Bt rebpaky respakd jinde na drghou eiranu 25 10 fade mapl moaney, ke 1 laky nand 2 dobiré
wiite, & koo spraveding Slowki bych tomu Silov porsds, sy 10 tomdy Pedteli optatil shejnou
kartou Frod by se mdl nechal midtit od cizfhe dowio?

Figure 22: Example of disagreeing response in thi@@ discussion
(Sedlak 2008)

Maprosto v pofadku

i
Jubi jdnak o Eonebbem, e provokuie Ve ol e pée kousid, trkde tipu) ndiskou polkohs o el za
priviwih peed notrmind vkl Tormu adpovidd | kizec ritoria efitele. Celdm, i o bylo Siky dopfadu
pfipravend. "J0 pi kazhes gbdics wiodim &Y 10 nelod, on 81 fpakahs mabily el nevlimne a bude mld
priiser” Juko bych 1o shrfel Jdond autorits, Hhdnd wirahetoinoo! prive, nic, jen deosl, apgance & e
vieho lagrace LERels chdpu, )i Byoh mu i Bouchm Ly

Figure 23: Example of an affirmative response mdhline discussion
(Head teacher slapping pupi008)
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On June 8, 2008, the head teacher announced the resigratidrasked on

termination of employment. The reason for it was thentioned incident
with a 9" grade student. After the publication of the cdszth Jiri Pacholik

and the school were under pressure, as the meghdedr negative image of
the school as a whole (see excerpt from Jablongogd).

JABLONECKY
4
denik.cz
AKTUALIZOVANO: Reditel £koly fackuje e
zaky

Zelezny Brod - Na strankach YouTuhe.com visi video, které pofidil
F4ci Z5 Pelzchovska v Zeleznem Brodé. Reditel nejdfive str<a a
pote fackujz jednoha z nich.

Ortodoxni metody uZiva pro udrZeni
autority feditel Zakladni Skaoly
Pelechovska y Zelezném Brodé.
Mezi né patfi i strkani do Zakd a
fackovani. Video [sme stahli ze
samery YouTuhe,

Ma gerery YauTube.com jeod 22,
kvétna letodniho roku povégeno
zajimava videa ze Zakladni Skoly
Pelachovska

Reditel SkalyJifi Pacholik na videu -

kara jednohoze Zaki zwisich 4y V J
raénikd. Poté ukazuje zfeimé na v, - "

tzhazend vaci na zemi pod Skalni " gy = r&
lawici. Zak se sklani a néco A .—#\‘a
nesrozumitelnéha fika. Reditel se Budoudi prefidéci u zipisu. Wedi rodide, jakého ma Skola feditele™

proti nému wiha a obéma rukama do Autar: llustraéni foto Z8§ Felechovskd
héj narddl. Po nékalika sekundach Zakowi udéli facku. Chlapec vetdva a odehazi ze tiidy, feditel héiiza
nirm.

Figure 24: Excerpt from Jablonec journidie@d teacher slapping pupils
2008)

"I am sorry for the slap. | acted in a short cirgiicommented former head
teacher Pacholik (Sedlak 2008).
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"l was sick at the time, but | went to work. Moregwve expected inspection.
Just a short circuit occurred in my behaviour. lofgmized immediately to

the victim, | apologized and his parents accepteakt.tl have been still

reeling from that."(Head teacher slapping pup#608)

Eight months after the incident Jiri Pacholik hashgpgmself in his house. He

did not leave any suicide note, so we can only Waée about the motives
that brought him to this desperate act.
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1.2 Cybergrooming

Cybergrooming oichild grooming, grooming is one of the currently most
dangerous phenomena, and therefore we consideredessary paying
attention to it.

Cybergrooming indicates the behaviour of Interneters, so called
predators, cybergroomers whose aim is to cause false trust in a victim and
force him/her to a personal meeting. In other woveks could also say that it
is a psychological manipulation implemented throulgé Internet, mobile
phones and other related technology, which ainiwiays a personal meeting
with the victim.

The result of the meeting with the attacker is nafn sexual abuse of the
victim or his/her repeated abuse;the victim may dle physically attacked
and tortured, forced into child prostitution or@lsto production of child
pornography (Berson 2002; Kopecky 2010, etc.).

In a broader sense cybergrooming may representrdpuoiation leading to
terrorism, but for now it is not the subject to anterest, as in the Czech
Republic we meet especially with sexual abuse afriby the groomer.

And just as in the case of cyberbullying, we wijl to analyze the issues of
cybergrooming.

First, we will focus on its characteristic featurssich as place of
cybergroomer occurrence, the length of manipulatith the chosen victim,
profile of the attacker and the victim. Then welwibntinue with different
stages of manipulation- preparation for contachulite victim, contact with
the victim, establishing and deepening the relatigm with the victim,
preparing for a personal meeting and implementatibpersonal meeting
with the victim —to explain the principle of cybeogmer’s behaviour and to
be able to detect him in communicating on the heer
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In conclusion, we will then refer to other charaistics of cybergrooming,
while mentioning a few cases that actually happeredh in the Czech
Republic and abroad.

Only these real cases can demonstrate how dangegpbesomenon
cybergrooming is.

1.2.1 Characteristics of cybergrooming
A. Places ofoccurrence

Cybergrooming is bound to both synchronous and dspmous
communication platforms and mostly it occurs in mection with the
services that are most popular among children aathy Currently these are
primarily social networks (Facebook, Lidé.cz, Lilsieti.cz, Milisek.cz,
Twitter, MySpace, Bebo and others), which, tharksdphisticated system
of virtual social ties, provide ideal conditiong fits implementation, instant
messenger and VolP (ICQ, Skype). Predators alsseathie public chat and
Internet dating, because the victims in these @iat$ often looking for new
friends and potential partners. Furthermore thege@larious advertisements
promising career as a model or even the abilitgasily earn some money
and they attend portals for teenage Internet useid) as gaming portals,
which allow establishing online chat conversatigthweammate/opponent.

B. Length of manipulation with the chosen victim

Length of manipulation with a victim is always bdsmn several factors, and
therefore victims may differ. Real cases show, harethat psychological
manipulation usually takes longer time - from abttwee months to several
years.

Cases, when the attacker waited because of thefgmnalties for personal

meeting with the victim two or three years untié thictim was of full age,
are not exceptional.
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A reason for long lasting manipulation can be ttiecker’s effort to establish
a close relationship with the victim and get his/hdl confidence. Then,
when the victim is offered the opportunity to perabmeeting, he/she mostly
attends it, because he/she expects a meetingheittbest friend" or potential
"partner”. And if not, the victim is forced to arpenal meeting through
blackmail by a cybergroomer, who accumulated enaafrmation about
the individual for a period of several months (sngme and surname, place
of residence, friends, naked photos, etc.).

C. Characteristics of the attacker

To characterize a cybergroomer is not a simple. t&lbergroomers are
heterogeneous group of people, which can includéndividual with both
high and low social statuses. Education is not i@t here, so the attacker
can be a teacher, doctor, policeman, postman ¢empor

In many cases, the victim knows the attacker amtendent on him/her (in
the 85 -95 % of cases, Kopecky 2010); the attaikeften a member of the
victim’s family.

According to researches, the people who have rex@n punished dominate
among the attackers. This fact makes it difficoltsearch the attacker in a
father of the family, in a good friend or nice wncl

Sometimes those who had been already sentencestfomssaults against
children and adolescents and have had a relapsenestybergroomers.

In terms of age and appearance, children and agoies often imagine the
attacker as an unsightly elderly gentleman who do¢&now anything about
their life and world. In fact, the predator may &dandsome eighteen year
old boy.
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If you do a small test and try to identify sexuétbeker on the following
photos according to his appearance, we will fintitbat it can be basically
anyone.

.

Figure 25: Uncover the sexual attacker (SourceeEpBci)

Just for interest, the cybergroomer is the marhersecond photo.

Most of the attackers were diagnosed to have padfcdl interest in
children, i.e. individuals younger than 18 yeaee(€onvention on the Rights
of the Child). And only about 10% of them belonghe paedophile-oriented
users who are interested in children, aged esge@iam 5 to 12 years.
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A much larger group of attackers is representechddyephiles/ephebophils
focusing on adolescent girls and boys with fullyeleped secondary sexual
characters (biologically adult victims). These eltexrs are interested both in
adults and children.

An interesting view of behaviour of cybergroomess dffered by social
model skills (Emmers-Sommer, Allen 1999 in OlsorD20Q according to
which they establish contacts with children becabeg are afraid of making
contacts with adults. They perceive relationshipgh wchildren less
threatening and feel safer in it than in relatiopshwith adults.

D. Characteristics of victims

The victims of cybergroomers are mostly childrer aloung people aged
from 11 to 17 years. As for the gender, we couldtkat are no differences,
it means that the boys are attacked as often lss gir

It can be assumed that large amount of time speth® Internet and mobile
phones (social networks, instant messenger chatjemts the victims. There
he/she contacts his/her friends, looks for newnffgeand potential partners.

The susceptibility of children and young peoplartanipulation is given by
lack of fully developed social skills and also suiffnt life experiences
(Lamb, Brown 2007). According to the researches dttackers use this
actuality in the selection of their victims, inclogd in particular:

a) children with low self-esteem or lack of confiden¢can be easily
emotionally or physically isolated),

b) children with emotional problems, victims in negoften seek
compensation for their parents and need a helpngh

c) naive and overly trusting children (they are marding to engage in
online conversations with strangers, recognize ksknmunication with

difficulties),
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d) adolescents/teenagers (interested in human sgxualey are willing to
talk about it).

In 2009, the Police of the Czech Republic begadiréov attention to the new
regrettable trend among children and adolescentschwextends in the
production of child pornography and is relatedi® phenomenon of sexting,
defined in subsection 3.1.

This trend is taking intimate photographs of chéldiand adolescents for easy
extra income.

It affects mainly 12 years old girls, who startexbponding positively to
offers of cybergroomers over the Internet in exgeafor credits to the
mobile phone, money or gifts girls send them tlsin intimate materials
(see, for exampleChildren risk on the Internet, they send their msoto
paedophiles in exchange for money to their mobleng009, Children
undress in exchange for money to their mobile phdkeparadise for
paedophile009). Some girls are even able to find them onnlternet and
contact them with an offer. They don’t realize thhaton’t end up with just
online communication and the predator will wansé&e in them in the "real
world." The meeting with a cyber groomer can bensae a preventive
educational film produced by Seznam.cz compalleet safely 2
(www.seznamsebezpecne.cz).

In the following chapter, we will describe diffetestages of attacker’s
manipulation with victims.

1.2.2 Stages of manipulation with the victim

The process of manipulation with the victim goetigh four basic stages,
during which the attacker uses a large numberatirtieues and procedures.
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A. Preparation for contact with the victim

At this stage, the attacker creates conditions ther implementation of
manipulation with victims, often trying to find oats much information as
possible about chosen victims (e.g. from their ifgadn a social network —
Online Predators/Internet Predato@)12) and on its bases he/she forms his
false identity or authority.

Fake identity

The predator almost always appears under a faksetiigh The reason is
simple — to conceal who he/she really is.

The attacker himself/herself provides false perksonfbrmation such as

name, surname, age and facial image. And givenhbéshe is much older
than the chosen victim, he/she adjusts his/hertagaeeds and also adds
appropriate photos.

The identity of the attacker may exist in two basidorms:

a) Static identity — an attacker can create one identity, througlchvhie/she
addresses the chosen victims (e.g. the user’depoufiFacebook).

b) Dynamic identity — the attacker modifies his/her identity by neadsd
can therefore operate under several nicknamesfavat@/she can modify
age, hobbies and interests, or even gender andm¢h&onal data to appeal to
a selected victim as efficiently as possible.

An attacker with a dynamic identity communicatesgfrently with more
victims at the same time, so he/she must therefareember or record what
he had said. For an attacker, to maintain a dynadeintity is much more
difficult than static, which can result in a sitiosit when the attacker confuses
the victim he/she communicates with for anotheusthf the victim notices
apparent contradictions in the virtual communiaafie.g. the user repeatedly
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referred different age, name or other informatiah)may be a signal of
communication with a cybergroomer.

False authority

Attackers sometimes do not act as individuals, dsitrepresentatives of
companies (executives, directors, managers) tiald(en) will bring some
benefit to the victims. We will find cases where #ittacker pretended to be a
director of a company specializing in financial isssmce to socially
disadvantaged children.

On behalf of the company the attacker then stactettacts with potential
victims using Internet ads. The authority of thenpany (though fictional)
made the information seem credible.

Attacker’s add could look like this:

Hello friends. Are you under 15 years of age? Da like computers? Do
you like surfing on the Internet? Enter our comjp@ti and win attractive
prices. Just send us your name, e-mail addresspliotie number and you
will enter the draw. Enjoy a fast computer, molgleones, designer clothes
and other gifts.
Write us at:
soutezvip@seznam.cz
Mgr. Radek Cerny, VIP
Child Centre, Prague

B. Contact with victims, establishing and deepening relationship
In the second stage a cybergroomer tries to eskablcontact with the victim

and then works to build and deepen their virtudtienship; he/she uses
several varieties of techniques that we will analiyzthe following text.
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The effect of mirroring

A characteristic feature of the cybergroomer bebaviis the effect of
mirroring; its principle consists of the imitatiaf victims in an attempt to
break through his/her barriers. The attacker emdbnlooks like a victim’s
reflection in the mirror. If the victim tells thettacker that he/she feels for
example alone and has some problems and worriesenfsa divorce,
conflicts at school...), the predator responds thetshe is in the same
situation and fully understands it. And as a "goake" the attacker offers the
victim a possibility to confidently entrust him/héviethods of Predators.
IKeepSafe.or@011).

Due to the effect of mirroring the victim has aliieg of friendship or
camaraderie that helps him/her to overcome thedeaommunication with
an unknown person.

Mirroring may not be associated only with the eml plane of

relationship with the victim; it may also inducesanse of belonging by
fictitious hobbies, opinions on various topics,.dtcshould be noted that
cybergroomers are very teachable in this field &mydto get to the age
category of chosen victims as close as possiblis. fikans that they listen to
the same music as their victim, watch the same esoand series, find
information about their hobbies, play online ganmspurchase a dictionary
of teenagers and "learn to talk "in the same way.

For the attacker, it is not a problem to get th&swls of information
nowadays (especially through social networkingssitke Facebook, where
children fill their profiles and inform other useabout what they like etc.)
and they can prepare for the communication with ¢hesen victims in
advance. For the child it is then almost impossibleletect whether he/she
has fun with a peer or an adult.

Example of mirroring:

meda_15: Hi Mysicka, how are you?
Mysicka 13: I'm fine, I'm bored.
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meda_15: Can | be bored with you?

Mysicka 13: Maybe.

méda_15: How old are you?

Mysicka 13: 13, and you?

meda_15: 15, and what do you like?

MysSic¢ka_14: | love Hannah Montana...

meda_15:] totally love Hannah Montana!!! And do ytmany sport?
Mysicka_14: | ride inline skates.

meda_15: | also ride inline skates sometimesgigat fun...

Where are you from?

Mysicka_14: From Prague. And you?

meda_15: I'm also from Prague. Where exactly atefsg@m? Will you give
me a clue?

Mysicka 14 ... well, from Smichov.

Attempt to get as much personal information abobetvictim (fishing)

The more information the attacker obtains fromwiogim, the greater chance
of a personal meeting he/she has. In addition tsopal data (name, age,
photos) he/she tries to find the name of the schibel victim attends,
interests, favourite celebrities, etc. These dag¢a serve the attacker to build
a general profile of the victim.

Victim profiling

Victim profiling by a cybergroomer is a very commplnenomenon, since the
attacker does not stop at one victim, but triesdntact as many victims as
possible (tens, hundreds, even thousands).

The reason for it is improving the communicatiorthathe victims, so the
attacker becomes more credible and increases thacehfor personal

meeting with one of the chosen victims.

And given that it is not possible to remember eactim (including common
conversation), he/she creates their profiles awisap all communication.
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When creating a profile the attacker proceeds fiteerinformation the victim
gave him/her and from information he/she foundtenweb by searching.

Users of the various Internet portals publish adyne personal information
as they are afraid of their safety, so the attaal®rally doesn’t find all
personal information on one page.

However, if the potential victim, for example puhles e-mail address or
other information, which clearly points to the pergICQ number, mobile

phone number, etc.), the attacker can trace himitenks to these data.
Using Internet search engines (Google, etc.) hadahdind out where victim

used this information, and gradually add additiopatsonal data to the
profile of the victim. For example, a phone numhehjch the victim put in

advertising, school address in victim’s profiletloé social network, etc. In
the same way, the attacker can verify the datavitttem told him/her (age,

sex of the child, address and other personal irdtiom).

Luring and bribery

In order to make close contact with the victim, #ittacker often uses various
forms of bribes and "gifts", including money, cieth the mobile phone,

modern technology (mp3 players, mobile phones),prder games, designer
clothes, etc. These bribes can help verify the qmais data the attacker
received from the victim (for example telephone bemor address of the
victim, where he/she sends a bribe), and also @&sere¢he credibility of the

cybergroomer. The bribe can also serve the attattkevbtain the most

sensitive information, which is a photo of childreface.

The bribe can become a powerful weapon. This istilated by the cases
when the victims returned several times to theckétaand allowed him/her
to repeatedly abuse them for the bribe. In thigexdnwe can speak of child
prostitution (see for example the moWieet safelyp
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Reducing barriers of children and youth by introding sexual content in
conversation

The purpose of this described meeting is the effortregularly reduce
inhibitions of children and youth in sexuality byadual introduction of
sexual content in the conversati@n(ine predators: Help minimize the risk.
Microsoft Online Safety2011). This may be primarily discussions about
human sexuality, sex life of parents, the attackay also offer various erotic
or pornographic materials to the children, for eglanto rise up his/her
interest and reduce their shame.

The attacker, of course, seeks to obtain nakedoptatvideos of the victim;
he/she tries to force the victim to show to the @b or to send nude photos,
which then he/she can use for extortion (e.g. moierson 2002).

In this context, new Internet phenomenon callebcam trolling, through
which the attacker can wheedle naked material®biite victim without the
slightest suspicion that something is wrong.

The essence of webcam trolling lies in the fact tha attacker purchases and
installs special software that can simulate viruabcam. He/she downloads
video-loops (prerecorded shots taken from a videt)oof real boys or girls
from the Internet, and he/she then plays the ldofke victim, who have no
idea about this forgery. Mutual communication isnéloin the spirit of
titillating topics and the attacker waits until théctim reveals her/her
intimate parts. He records all the stuff on camana uses the recorded
material against the victim.

It is not easy to uncover a cybergroomer, it isessary to be aware -these
videos are without sound (the sound would reveat ihis a fake) and
especially careful - not to undress to anyone dkerwebcam (not even in
"return”!) and verify the identity of its countempgfor example, by typing
some text and showing it in real-time via webcarnhis/her face).
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Efforts to isolate the victim from surroundings

The willingness to confide in a stranger on thednet is significantly higher
than it is in real life thanks to the anonymity. @e Internet, we do not face
immediate consequences, which our communication caage (in the real
world we face the consequences of our behavioune @ttacker takes
advantage of the victim’s willingness to confiddinmate information to
them. Gradually, the victim becomes an irreplaceditiénd to the child, the
only one whom the child entrusts with his/her peol, and becomes a child
"exclusive buddy." Using emotional blackmail antirmdation, the attacker
prohibits the child from disclosing certain infortiea@ to parents or other
people:

Do not tell your mother, she would hate you.
Do not tell anyone, others would not understand.

The more confidential information the predator ksptihe more the victim is

fixed and dependent on him/her. Initially, the wittsearches the attacker
voluntarily, later by coercion. If the victim wawkt¢o end the relationship, the
predator could threaten and blackmail him/her bllighing communicated

secrets:

If I do not hear from you, | will write to your falter, what you have told me.
The child then has the fear of the consequencédsstian disclosure could
have in real life (e.g. parents will forbid themuse a computer), and rather
remains with the attacker in a virtual relationship

C. Preparing for a personal meeting with the victim

The attacker already has discriminatory informatiowl personal data of the

victim and plans a personal meeting. Even at the&ges he/she uses
techniques of targeted manipulation.
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Technique of overcoming the age difference betwébea attacker and the
victim

In preparation for a personal meeting with theimicit is important that the

attacker somehow overcomes the difference betweeretl and virtual age.
Since he/she mostly acts as a teenager, he/shemalstup a plan to prepare
a child for communicating with an older person antlto startle the child.

For example, the attacker writes that he/she da@shave access to a
computer, or that he/she goes abroad for some tumere there is no internet
connection, but (!) has an older brother (in fadsianother identity of the
attacker), which is his/her “soul mate” and wouikelto continue in the
communication.

On the basis of this lie the victim then gradua#lgcepts that he/she
communicates with an older person, but he/she doesind at all (Berson
2002).

There are also cases where the cybergroomer cldinatd/ictim would be
picked up by older person, for example the attdskfather or sibling. This
person, however, was just the attacker who tookvitm away to a "safe
place" and there he/she sexually abused the victim.

Threatening and blackmailing the victim

When the predator has enough information and $emsitaterials about the
victim, he/ she may try to invite him/her to a geral meeting.

If the victim refuses to arrive at the meeting, #tcker begins to blackmail
him/her. He/she threatens to publish compromisingtenmls, such as
sending nude photographs to his/her friends, amdnps or printing these
materials and putting them around the victim’s hame school.

He/she can also claim to publish discriminatorytphamn the Internet victim
with a derogatory name (e.g. Honza Novak is gays$ T$his phone number
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XXX-XX call him! Jana Novakova is a dirty prostigitWrite her at e-mail
XXX-XXX etc.).

Many children cannot resist these threats and cGttemeeting before being
subjected to humiliation by others.

However, the pressure from the attacker is not ydwaecessary, because
many victims are willing to go to a meeting withquevious blackmail...

D. Implementation of a personal meeting with the \itim

Personal meeting is a central objective of cybergrer’s effort and logical
ending of the previous stages.

Continuing manipulation

The first meeting of the attacker and the victimyrba completely innocent,
without sexual or other abuse. The attacker cay walify that the victim is
actually a minor, that he/she is not a deployedhafj@ some states, these
agents are common tools in the fight against abtisgnors).

At the meeting, the attacker can also deepen taeship with the victim by
another gift (bribe). The victim also gets an ingsien that the attacker is
harmless, and that he/she is really the "exclubivédy"”, as he/she claimed
on the Internet. The attack can occur after seymnaonal meetings.

An attack on the victim
Assault (sexual assault, physical assault, ets)itnenense consequences for
the victim both in the physical, and particulanypsychological aspect. If a

cybergroomer uses a plenty of powerful tools fomipalating, he/she can
force the victim to repeated meetings at whichattaecks continue.
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They are also cases where the victim was murderddebattacker during the
first meeting.

1.2.3 Other characteristics features of cybergroomiy

Another characteristic feature is the creation ofcalled cybergrooming
networks of predators - organized groups of online attackers,
cybergroomers, who cooperates.

The essence of such cooperation is the collectiopessonal profiles of
victims in the database, which then can be usedtbgr members of the
network, production and distribution of child pognaphy or kidnapping
victims abroad "on demand" - the child is forced gersonal meeting,
subsequently kidnapped and taken to another cquwtngre it is sexually
abused, physically abused, forced to prostitutipnpduction of child
pornography and so on.

The case from the USA

Fourteen year old schoolgirl got a new computemfiter parents. After two
months of using the Internet she met a mature nmachat, with whom she
kept an e-mail correspondence.

Once her parents found out, they made a numbetepis sto avoid this
communication—they removed a keyboard from her aderp monitored her
mail and telephone calls, looked for help at psimyical counselling.
Unfortunately, the girl continued in communicatiaith the man via mobile
phone which the man sent her by post. After a fewatims, she disappeared.

When police searched through the girl's computery tliscovered a series of
e-mails, which led them to a network of paedophii@mmunicating between
Europe and the USA. A paedophile user from Greecgeted" an underage
girl from the USA through this network, obtainefb&ie passport and provide
finance to transport the girl from the USA to Greec
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After five months, the girl was returned to heregyds. First she claimed that
she loved and adored the paedophile groomer, bart eftensive therapeutic
treatment, she began to remember the details efasexd physical torture,
she began to have suicidal tendencies and had tbobpitalized in a

psychiatric clinic. The girl has been graduallyaeering, but her experience
and the trauma will be with her the rest of hex ({Berson2002).

1.2.4 Reports of cybergrooming from abroad and theCzech
Republic

Peter Chapman (UK, 2010)

Peter Chapman was sentenced to life imprisonmehtairch 2010.Through
the social network Facebook he got acquainted avigirl Ashleigh Hall (17

years old). He wheedled her into a personal meethttgr false identity and
then he raped her and murdered her.

Peter Chapman, 33 years old, was already punisbedddviant sexual
violence in the past.

Figure 26: Peter Chapman (Source: The Sun 2010)
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He got seven years for raping prostitutes and #feerelease he should have
been under the regular supervision of the policeApril 2008, however, he
stopped to give reports to the police. The poliganthed a nationwide
investigation in September 2009, one month befloeestvent, which took the
life of Ashleigh Hall (Vnoucek 2010).

Figure 27, 28: Ashleigh Hall (Source: Daily MailA)

Within the social network Facebook, Chapman creaefdke profile (he
gave the name Peter Cartwright and age 19, howhadrhad created other
profiles, see figure 29 and 30).
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Figure 29, 30: Fake profile of Peter Chapman
(Source: The Sun 2010)

Using Facebook he made a contact with a studentiding Ashleigh Hall,

with whom he arranged a meeting after a longer conication. Face to face
he introduced to her as a father of her virtuadrfd, then he raped her on
isolated area near Sedgefield and after that tlamgied her (Carter 2010).
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The police stopped Chapman the next day, becaussgicious license
plate of his car. Chapman confessed them to thedenuof the girl
inadvertently; he assumed that the police arrestied on suspicion of
murder.

Following the publication of the case the policgdr® to contact other girls
who visually resembled the murdered Ashleigh Haltl avhich Chapman
also contacted and tried to get them to a persorating (Guy 2009).

Figure 31: Another potential victim of Peter Chapni&ource: The Sun
2010)

Chapman's Facebook profile contained over 300@aliffriends = females,
age range from 13 to 31 years. He got the persdat through various
Facebok questionnaires in which he asked very patsguestions. He also
wheedled sensitive photos out of some girls (ineumgar, pyjamas, etc.). In
addition to Facebook Chapman worked on other samalorks - Netlog,

Holabox, Profileheaven, Kazoba etc. (Stokes 2010)
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Douglas Lindsell (UK, 2003)

In 2003, former postman Douglas Lindsell (64) wastenced to 5 years in
prison for sexual abuse of several girls and attechpape.

Lindsell acquainted with the girl through an Intetrichat where he claimed
that he was 15 years old. Sometimes his claim warapanied by
information he was dying of cancer. He even forvea girls aged 13 and 14
years to a personal meeting. These girls fortupatelinaged to escape, so he
did not rape them. Then Lindsell threatened thenpligne to find them and
rape them The perfect family man WHO preyed on young chamragirls
2003).

He also send his nude photographs to a numberlef(gometimes his own,
sometimes a photograph of his son),he even wratadiress on one of the
photos, which later led to his capture.

Lindsell kept a database of more than 70 childeehich included details
such as colour and hair length, eye colour, clagthischool, information
about the family and other intimate details (bzessexual practices the child
likes/dislikes)Lindsell 'biggest' internet grooming ca2603).

Through the Internet and mobile phone he commuaitatith more than 73
girls (54 from Britain, 19 from abroad, including@ada and New Zealand).
He also bought a book about teenage slang forphipose to make his
messages more persuasive.

He continued in communication with the girls evéterabeing arrested.
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woo * s30ysbnw * mmm

Figure 32: Douglas Lindsell (Source: Mugshots.cd3)

Michael Wheeler (UK, 2003)

British paedophile Michael Wheeler (35 years old, edectrical engineer),
in2003 pleaded guilty to 11 sex attacks on teemgg® while 2 of the girls
he sexually abused. He was sentenced to three yeprsonment Ifternet

‘grooming' law moves clos@003).

Wheeler used a public chat to meet the girls. Gnadhat, he also made

contact with one of the abused girls at that tirhe svas 11 years old.
Gradually he manipulated her, discussed variousssetes with her, etc. The
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girl gradually had more confidence in him and s@rto be emotionally
dependent on him.

Shortly after her 18birthday he began to sexually harass and abuse her

In the case the victim would be under 13 yearsgef@when sexually abused
by Wheeler, he could be sentenced by British lashéomaximum rate of a
life sentence. Police believe that Wheeler delitetyawaited for the girl to
achieve this age€hat room paedophile jaileR003).

Figure 33: Michael Wheeler (Source: BBC NEWS 2003)

Pavel Hovorka (Czech Republic, 2008)

The most tragic media known cases include cyberghog case of a
convicted molester Pavel Hovorka. Pavel Hovorkapater in Prague
printers, was in 2008 convicted of sexual abusegckrhail, seduction to
sexual contact and endangering the moral educatforthe child. The

offences involved 20 underage boys; Hovorka forBedf them to sexual
intercourse. He was sentenced to 6,5 years inrptbe original sentence of
8 years was reduced by the Court of Appeal).

67



The court declared Hovorka guilty for abusing tweaohderage boys from
2005 until his arrest in 2007; he chose his victansong the children from
orphanages or contacted them via Internet datiagti¢ular server Lide.cz),
he also chatted with some of them. He lured theimg to a fictitious

competition "Child VIP", under which he promisedittthe winners would
spend two weeks in Prague and get interestingsrice

A number of victims, who arrived at a personal rmegthe forced to sexual
intercourse. He offered money to children for séxogercourse; he even
blackmailed some of them. He photographed and dlintee abused boys.
Then he threatened the boys to reveal their honuadiégx and publish their

nude photographs (the boys sent him some photosidmiey, some of them
he took himself),if they stop visiting him. Some tbe boys refused, so he
raped them (Trecek, Stastny 2009).

Figure 34: Pavel Hovorka at the court (Trecek, t81a2009)
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From the speech of a public prosecutor

“In the reception of the printing office, where tliefendant worked as a
guardian, he lay down on a sofa close to the victirst he kissed him on the
body and then he reached anal intercoursmid public prosecutor about
twenty-eight Hovorka’s criminal acts. Because H&wmanften took photos of
his victims, he used it for further meeting witre thoys:He threatened the
victim to let the neighbourhood know about his hsexoal orientation to
convince him to other contactsadded the public prosecutor (Bublinova
20009).

o\

Figure 35: Pavel Hovorka at the court (Source:HR2R09)
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"Piskot and Meluzin" (Czech Republic, 2012)

Figure 36: Scout leaders Piskot and Meluzin(Sourdecz 2012)

Homosexually oriented Scout leaders Martin Mert2 (Zears) and Milan
Machat (20 years old) created a fictitious profifea girl on Facebook. They
used this profile to make a contact with 12 year lobterosexual boy who
attended their Scout Group. Gradually, the boystevemder a false identity
they liked the boy, and gradually they formed atiehship with him. After
some time, the boy wanted to meet the girl, buh&eé to give a "proof of
love":

1. a nude photo and
2. a photo of homosexual intercourse.

The fictitious girl then blackmailed the boy viadehook.
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The leaders of Scout Group agreed to help him. They sex and took
pictures of it. After watching the movikleet safelythe boy reported the
whole situation...

The case was uncovered. According to the indictntbatScout leaders from
Usti nad Labem abused a total of 39 boys. They fag@isonment for 12
years [mpeachment sends a scout leader to the court. Himged 39
victims2013).

"There was anal intercourse, oral intercourse, thragde videos and took
pictures of the naked bodyte mother of the abused boy stated.

The boys threatened the boy with sending all thetqrdraphs to all friends
and classmates, if the boy didn’t fulfil their coamds. As the boy feared, he
complied with their wishes.

"When the meetings ended, the boys left the baycinbhouse and actually
abused him there," denounced the mother (A boy fusth was sexually
abused by leaders of Scout Gro2p13).

The boys will be accused of these criminal offenses

= rape,

= sexual abuse,

= sexual coercion,

= induction to sexual intercourse,

= corrupting the morals of a child,

= production and other handling with child pornognaph
= abuse of child for pornography production.

Bukvic Petr (Czech Republic, 2013)

Former police officer Peter Bukvic (26 years) frafelezny Brod, was
convicted for the offense of production and disttibn of child pornography,
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rape and sexual abuse. He was sentenced to seaen igeprison with a
maximum security and he’s been awaiting manda&xyaogical treatment.

Bukvic has been committing crime for several yeats. looked for his
victims (girls aged from 13 to 14 years) in theinity or through social
networks. He raped two girls and he sexually abused girls, he
photographed them in suggestive positions, soméoghephs appeared on
the Internet For abusing school girls, the former police officeill go to six
years in prisor2011, A former police officer will get seven years $ex with
underage girl2013).

Figure 37: Petr Bukvic (Sourc&yden.c2013)
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1.3 Sexting

Sexting represents a relatively new (first caseswecumented in 2005) and
rapidly unfolding phenomenon, which for purposesthit publication is
called electronic sending text messages, own photosown video with
sexual content (Kopecky 2011), which occurs in éngironment of virtual
electronic media - especially the Internet.

One of the first widely used definitions definesa$ an act of sending
photographs depicting nudity between mobile phooesther electronic
media such as the Internet (Streichman 2009), awd according to some
authors sexting is primarily associated with yogegeration, who takes its
sexually suggestive materials (so-called youth peced sexual images) and
further distributes and publishes them (Wolak, Elhkr, Mitchell 2011-
2012). Definitions is complemented by Sullivan (2D2who puts suggestive
text messages and images showing naked or semitrhideren or adults in
sexting, they are then disseminated by mobile plosrtee Internet. Number
of platforms and tools for the dissemination of lsumaterials is
complemented by Streichman (2009) on social netsyorkspecially
Facebook and MySpace.

In the Czech environment, sexting is spread maitllyough social
networking sites Facebook, Libimseti.cz or digiktdrage photos Rajce.net
(Kopecky 2011).

Among the risk of sexting belong a high risk of misuse of sensitive
materials by a potential attacker, such as a fospeuse, acquaintance, etc.,
who can blackmail the victim, bully or manipulatenther.

And if the publishing of naked pictures, videosthe Internet takes place,
there can be problems with their re-downloadingttesy may have been
circulating for several years or can be used fores® years since its
inception, which is closely related to the losspodstige of the victim. It is
likely that sooner or later someone will find theterial and will warn the
victim (colleague from work, boss, neighbour, spmdpartner, family,
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children...). The result is problems at home andwvatk, sexual assault,
harassment, cyberbullying victims, etc., see théowang cases from the
Czech Republic and abroad.

1.3.1 Sexting cases from abroad and from the Cze&tepublic

Jessica Renee Logan (USA, 2008)

Jessica from Cincinnati, Ohio, hanged herself dy 31, 2008, after her ex-
boyfriend distributed her nude photographs. She thecame one the first
victims of sexting.

Figure 38: Jessica Renee Logan (Source: Bullyoid®p

In March 2008, Jessie, along with two other friend®k pictures of
themselves nude by mobile phones. Jessie sentatheired photo to her
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boyfriend Ryan Salyers. The boy then mailed thet@ho 4 other girls
attending middle school Loveland High, Moeller Higthool, Sycamore
High, where Jessica studied, and Cincinnati Hilleri€tian Academy
(McConnell 2009). The students then distributed pihetos among other
people.

Following the release of the photos Jessie bechaeliject of ridicule of the
others not only in school, but also outside it. Sheght help at a school
advisor, legal advisor and municipal police officelowever due to the fact
that Jessica was already 18 years old, there wadawthat could guarantee
her protection.

Local officer advised Jessica to present her stiarythe media. Jessie
therefore gave an interview to Cincinnaty TV Chdrs&VLWT. She spoke

of extensive harassment and humiliation she faceel tthe fact that the
photos went around the schoolhky still haunt me and ridicule méshe
said. 'l just don’t want anyone else to experience somgthike that "she
tried to warn the otherdé¢ssica Logan/18/hanged herself after her boyfriend
circulated a nude photo of games 2D09

And although Jessica's secret identity (only aosifite was seen on the
screen and her voice was changed), soon the wishleosknew that she

provided the interview. The interview saw a congtkde amount of

Sycamore High students, teachers and school mamagem

Then the harassment escalated. Classmates cadigidala “slut,” "bitch" and
"whore". She also received phone calls and textsages and messages on
her pages on social networks MySpace and Facelvook fellow students
and from students she even did not know.

"l saw during the summer how they kicked her o8 of 4 parties because
of her “reputation”, "said her friend Steven ArnettEVerywhere she went
they knew about the photo because they saw i hHuimiliating. She was
humiliated, 'said Cynthia Logan (Hastings 2009).
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"Some contemporaries went beyond verbal torment tanelw things at

Jessica. This severe and pervasive harassmentnceatiwhen Jessica left
the school building, where she was not protectesnfier tormentor. It

repeated until the end of the school yeagitl parents (Bosker 2010).

Jessica deteriorated in her school results andtioad attendance. To avoid
ridiculing and classmates insults she ran from stland spent the school
time in a parking lot in her cadégssica Logan/18/hanged herself after her
boyfriend circulated a nude photo of her 2D09essie's large absence at
school jeopardized her graduation test, to which slas admitted only
because of her previous good learning results. ssiceessfully graduated
from high school and started planning the futuree 8/anted to find a new
job and study graphic design at the University mfc@hnati (Hastings 2009).

But then on June 27 Jessie's friend, a 16 year old student from Spcam
High, hanged himself. Jessica went on his burialireg the wishes of her
parents.

"She still crieq' said her friend LaureriShe kept saying: How could she do
this to her family? How could she cause so much paiher family and her
friends? ... | never thought that she would go atal the sameAfter
returning home, Jessica committed suicide. She hengglf in the closet.

"I walked into her room and saw him hanging. Hell gdhone was in the
middle of the floor. Her iron was hot. She was retalgo out. | do not know
what happened,said her mother.It'was impulsive, as if something broke in
her. As if all the weight was the only

thing in the world. Jessie did not leave a messaye.must have been
something of those callssaid Cynthia to the WLWT. Jessica Logan died a
month after graduating from high schodkgsica Logan/18/hanged herself
after her boyfriend circulated a nude photo of h2009 Bosker 2010,
Hastings 200%
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b TEEN TRAGEDY
| THE DANGERS OF "SEXTING"

Figure 39: Jessica Renee Logan (Source: WebSaféty N

After Jessie's death her parents Cynthia and Ailleré outraged that no one
was punished for the entire time of abusing ofrtdaughter.

On May 8", 2009, Jessie's parents filed a petition withRlegional court in

Ohio for a few students, the school management r8goa High, Police

Officer Payne and the City of Montgomery for disgeaion, harassment,
bullying, intentionally inflicting emotional distss, slandering, negligence,
breach of privacy, civil rights and unlawful deg¥cConnell, 2009 Bosker
2010).

Prosecution was not eventually initiated (Mach 2009

Hope Witsell (USA, 2009)
On September 12 2009, Hope Witsel, a 13 year old schoolgirl attag 7"

class at primary school in Florida, committed sigci The reason for her
suicide was sexting.
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Figure 40, 41: Hope Witsell (Source: CBSNEWS 2009)

Hope grew up in the small farming town of Sundarkderida. She belonged
to an excellent and active pupils in the class, didn’t suffer from
depression, had many friends. She planned to stidiyhe University of
Florida in the future; she was mainly interestedgniculture and breeding.

Because she wanted to capture the attention of Bé&good, a boy who she
liked, she sent him her naked photo on his moldilenp. But his classmate
borrowed the mobile phone and found Hope's nuddoptiere. Then she
sent this photo to other classmates from schodahiwa few hours the photo
started floating around the other primary and sdaonschools.

And from that moment the bullying began - classsmdteighed at Hope,
insulted her, calling her a whore and a slut. Ga#lgiy the school
management learned about Hope’'s sexting and hedmatoto and she was
excluded from school for a week (should be exclualetthe beginning of the
new school year).
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"Thousands of people hate fhdope wrote in her diary (Kopecky 2011).

At the end of the school year, Hope and her otlessmates and delegated
classmates from different schools wanted to attdra annual meeting
organization Future Farmers of America (FFA), whidbcuses on
agricultural education. At this event, the studemtsrewarded for their work
in the field of agriculture.

Annual FFA meeting was held in Orlando. At this miva group of boys
approached Hope and forced her to give them heechakoto, to take the
picture on their mobile phones. One of them wabByreggressive - he called
Hope several times to the room in which she livétth wther girls, and urged
her to send him a photo of her breasts. Hope ighdhe boy at first.
However, the harassment did not stop even at nsghHope eventually took
a photo of herself on a mobile phone and left ith&t door, where it was
found by adults in the morning, who saw the ph#topecky 2011).

At the beginning of the new school year after tompletion of the sentence
exclusion, Hope and her mother Donna went backctma. There she

learned that her school forbade her candidaturefstudent representative
for the next FFA event. It was a blow to her beeasise received the FFA
prize.

A week later, Hope and her classmate Rebecca sloppeafe, where a
group of boys spoke to her. They told her that theg¢ her naked photo and
would stop at her school and the hell would stddpe ran from the cafe in
tears.

What happened next is disputable. On Friday, Septenii", 2009, the
events happened as follows - Hope met with schocias worker Jodi
Orlando. Some school workers noticed that Hopedeads on her feet, which
could be the evidence of self-harm.

Social worker talked to Hope for some time in h#fice and they finally
concluded and signed the so-called "no-harm cotiteacagreement. Under
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this agreement Hope agreed that once she feeise to hurt herself, she
will say it to adult. Jodi and Hope signed the agnent (the contract was
found in the basket of Hope's bedroom after theide). Later, the parents
said that nobody from the schools informed thent their daughter wanted
to hurt herself.

On Saturday, September™ 2009, Hope stayed home and mowed the lawn.
Her parents were at work. After their return fronorlw they had dinner
together. At 20:30 the phone rang and Hope pickeg.i When her parents
asked who was calling, she said, "Tereza". The hbowever, displayed
"Michael", parents later testified. At 21:10, Hopenother checked her in the
room. She was okay, lying on the bed and wroteasydiAbout an hour later
her mother found her hanged. She hung herself pmlascarf which she
wrapped around a canopy of her bed... (Kopecky 011

Her last entry in the diary contained these words:

"I am determined. | feel it in my stomach. I'll toyhang myself. Hope
that | can do iti(Kopecky 2011)

Emma Jones (UK, 2010)

Emma Jones committed suicide after her intimatetqzhappeared on
Facebook.

The attacker, who stole the photos from her compand subsequently hung
up them on the social network Facebook, was the &mex-boyfriend Jamie
Brayley. And, unfortunately, he did at a time wHemma was working as a
teacher at international primary school in the wdgiity of the United Arab
Emirates, Abu Dhabi. Emma’s colleague George fotlra photos and
accused Emma of prostitution.

The young woman was broken, she was afraid of prased reactions of
people in the aredl told her it certainly was not so bad, and encaged her
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to return to the UK, but she told me that it was possible because they
would arrest her for trying to leave the countrgald her unhappy mother
(The teacher drank acid because of her naked pluwtdsacebool2010).

Emma's body was found by her roommate, an Iranegacher Mona
Moshkiova. Her British passport was found in hemj pocket and she had
her stuff prepared on the bed to pack. She wasapiplyoing to leave the
country. Finally, she changed her mind and drankstia cleaning liquid
(Teacher drank acid because of her naked photosagelfook2010).

at redcross.org

February 2010

SUN LITE SITEMAP  NEWS ALERTS  SUN TALK

Nude pictures
teacher tragedy

By STAFF REPORTER
Published: 24 Feb 2010
9 2dd a comment (0)

A YOUNG British teacher working in the Middle
East was found dead after telling her mum her
boyfriend had posted naked photos of her on
Facebook.

Figure 42: Emma Jones (Sour84esk2010)

Phillip Alpert (USA, 2009)

Known cases of sexting is the case of Phillip Alparteenager from Florida
(Fig. 43, 44), whose girlfriend sent him her nakgdtures, without his
request. When they broke up, Philip sent thesegshtat friends and girl’s
parents.
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He was sentenced to 5 years for distribution ofighdrnography and he will
be included in the registry of sex attackers uhisl 43 birthday (in the
registry there are sex offenders, deviants who dsac children, etc.).
(Kopecky 2009)

Figure 43, 44: Phillip Alpert (Sourc&ME World 2009, FDLE
Florida Sexual Offenders and Predat@813)

Case from Merin (Czech Republic, 2008-2009)

A minor school girl in the ninth grade took an iméite picture of her own for
her friend. The girl apparently wanted to get tloy.bBut the boy sent the
photo to other friends who started sending theupgcbn. Over 30 children
were involved in sharing of the photographs. Thetptof the girl got to

teachers who identified the girl by the neck chei report it to the police
officers with suspicion of spreading child pornqurg.
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Criminal law regards sending pornographic imagepeiple younger than
18 years as distribution of child pornography, vahieads to three years in
prison. The punishment is usually reduced by hati@ adolescent.

If the "sender" were less than 15, he would notphesecuted. The main
contributor don’t need to worry about the courtt Bie police investigation
will bring a hard time both tothe girl and her fénilf it turns out that the
young participants committed nothing serious in past, the court may
cancel the punishment.

The case was resolved in October 2009 and the ypupits who took part in
the dissemination of the photos were punished & fibrm of socially
beneficial activities.

"Renata” (Czech Republic, 2010)

Another case of sexting that we mention is relébea student of an unnamed
Czech secondary school. She became a victim abtboyfriend.

For our need, we will call the girls Renata, beeatlse clamp law does not
allow us to provide more details about minor viajmwhich could lead to the
disclosure of her identity.

Renata case would be described as a model, sincenasmunter similar
stories in the Czech Republic quite often.

Renata had a boyfriend Paul, with whom she wenffromt her 15 years of
age. For the period they were seeing each othgrfilnged a series of erotic
and pornographic videos and took pictures of vetiyriate photos. After two
years, however, they broke up and Paul decideakm revenge on Renata for
it.

Paul created a website on the Internet, where &eegl parts of the records
and selected photos they created together. He gnat®’s name and surname
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on the website, her phone number and offer of essrvices... At the same
time the site offered the filmed videos for sale.

He sent the link to this page via email to Renatddssmates, teachers, the
head teacher and her parents.

The case was handed over to the Police with thpigas of committing
several offenses (production, distribution of chglatnography, etc.).

"Zaneta" (Czech Republic, 2012)

Zaneta (15 years old) decided to try out how theiadonetwork GIFYO
works. Zaneta was very good at English, so shendichave any difficulties
to register and become an active user.

One day she met Michel. Michel was a beautifumslblack haired 16 year
old emo style follower - pale skin, skinny figueetongue piercing.

Michel came from France and also used the netwdRy G actively. He put

various photographs on his profile, some of theowsd him naked from the
waist up. He sent Zaneta a link to his FacebooKilpravlichel began to

converse with Zaneta, they started exchanging bgitietos and one day
Zaneta sent him her own "topless" photo, while pheto clearly captured
Zaneta’'s face.

Michel wanted more photos from Zaneta. She refuddee method of
communication started changing radically from dayday. Michel told

Zaneta that he visited her Facebook account aneivest contacts to her
friends and parents and if she did not send andtiienate material, he
would publish her photos on erotic portals andrimfder friends about their
existence. Zaneta did not believe him, where upach# published the first
three pictures in a public repository of photogpyet with limited access
(not in the public gallery, the photos could be rapghed only by Michael
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and Zaneta). Blackmail continued more intensivelgt at the moment Zaneta
contacted the E-Bezpeci online counselling centre..

After the initial analysis implemented by the teamh E-Bezpeci in
cooperation with the team of Internet security $eamcz, we found out that
the Michel’s profiles are false. Photographs, wiktibhel sent Zaneta, came
from foreign databases of emo-photos. The IP addsethat Zaneta had in
the records of communication with Michel originatedtside of France are
often used for sending spam. Zaneta stopped thenomimation with Michel.

He tried to focus the attack on her Facebook mofiecause Zaneta had
already added him among her Facebook friends, Mitlael access to

information about her other friends. He downloattesl list, so that it could

then be used for further blackmail. And then heidkst to attack Zaneta’s
account. The first attempts to detect Zaneta’'s nlopiled, after a

sophisticated attack aimed at obtaining passwonds access to Facebook
Zaneta’s account was blocked and locked. Zanetaagod-mail message
saying that someone tried to attack her accoumtef&aogged in her account,
changed the password and blocked Michel, who tlosh &ccess to her
profile.

During the investigation of the case, our teams roamicated with Zaneta

via chat. Zaneta had a great fear of abuse of hetographs, she was afraid
to report the case to the police, or at least styhier parents. She was afraid
that her friends and parents would learn aboutpthatographs. Every day

she waited in fear, whether the attacker wouldenhier back, she felt the
attacker’s superiority and power over her. The ca$extortion and threats

(in connection with sexually tuned photos) areatlbut power over others,

about the demonstration.

Michel tried to threaten Zaneta and blackmail heotigh Skype, a regular e-

mail and other Internet services, his repeatedngite to contact Zaneta still
take place in the present... The case was handadmthe Police.

85



IMAGEBAM

Stranka www.shdesharenet 22 zobrazuje na cel Povoht | Ukondit efim ceké obeazendy

Multi-Upioad  ZIp-UpIOAT  EBASIC UPICAT  LEITM MOre  FAG  RegISter Login  Premium

Figure 45: Fake erotic photo gallery used to blamik@aneta
(Source: E-Bezpeci)

1.3.2 Research of sexting abroad and in the Czeclepublic

Researches focused on the issue of sexting haverbakzed since 2009 in
many countries around the world, for example in tH@A, Great Britain,
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Australia, Canada, China (Jolicoeur, Zedlewski 20Hnhd the Czech
Republic (Kopecky, Krejci 2011), (Kopecky, SzotkdiyKrejci 2012).

Worth mentioning is the research withiine National Campaign to Prevent
Teen and Unplanned Pregnan¢ySA 2009), which provides interesting
results on the prevalence of sexting among youmgsusf the Internet and
mobile phones.

As part of the research conducted on a sample dté&shagers aged 13 to 19
years has been shown that 38% of them have semalberriented message
to other people and 19% of teenagers have also tkeitt own pictures
showing their naked body to others.

As for adults aged from 20 to 26 years (627 respots),58% of them sent
sexually suggestive sexting message, 32% of themasghoto of own naked
body.

It is also interesting to observe the reasons wétirsgy is realized by
adolescent users - 71% of girls and 67% of boysl smxually suggestive
content to their partner or spouse, sexting becoapart of their intimate
relationship. A total of 21% of girls and 39% baent intimate photos to
people whothey scheduled the appointment with (Watonal Campaing to
Prevent Teen and Unplanned Pregnancy, 2010).

The first more extensive explorations, monitoringrent status of sharing
and sending sexually tuned photos to other Inteusstrs in the Czech
Republic was the researdtisks of Internet Communications (Kopecky,
Krejci 2011) and Risks of Internet communications Il(Kopecky,
Szotkowski, Krejci 2012)Research on Risk of electronic communication |
(Kopecky, Krejci 2011) worked with a sample of 1044respondents and
revealed that 9,70% children (11-17 years old)esh#hneir sexual material on
the Internet and 10,44% of them then send it terogeople.Research on
Risk of Internet Communications I(Kopecky, Szotkowski, Krejci 2012)
worked with sample of 10 700 respondents and fahati8,25% of children
(11-17 years) share their sexual material on ttermet, and 9,15% then send
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it to other people. The observed data thus revettheatl sexting is not
extended in the Czech environment as it is in tf& @nd other countries.

Within our research, we again observed this phenmoméo compare the data

with previous ones and the conclusions which weehaached are presented
in section 3.3.
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1.4 Sharing of personal data on the Internet

Sharing personal information on the Internet bydekein plays important role
in the implementation of cyberbullying and othendgerous communication
practices like sexting and cybergrooming. Thathis teason why numerous
studies abroad deal with it and alert a high paeganof children disclosing
their personal unchecked information on the Interne

For example, according to eMarketer research s¢P@€7 inChildren's Web
Safety, 75% of American children are willing to shareittpersonal data and
information about the family with other Interneus in exchange for access
to services and products offered by the Interndiickv can be particularly
dangerous, for example in relation to the aforemert cybergrooming.
Statistics of Zoomsphere (2013), which monitors tiser's largest social
network Facebook, report that 23% from the totamhbar of registered
Czechs users are users aged from 0-19 years.

According to Zoomsphere, the total number of Faokhasers in the Czech
Republic was 3 943240(to May "1,92013), while 927 000 users are children
that share their personal information on the IrgerBut the real number will
be lower, due to the different age structure of teers defined in
Zoomsphere demographic reports (0-19 years). Adegrtb data from the
fastest growing Google+ Social Network (2013), ssender the age of 18
form the 12% of all users on the network.

There are of course several qualitatively oriemesgtarches observing factors
influencing the sharing of personal data (childr@aylts) on the Internet and
from this point of view, Australian research ACMAQ0Q9) - Attitudes
towards use of personal information onlinis very interesting, for example.

There are not many researches implemented in trechCRepublic on

representative samples aimed at children sharingopal data through
information and communication technologies.
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For all we can name the researchi®isks of Internet communication II
(Kopecky, Krejci 2011) and theRisk of Internet communication Il
(Kopecky, Szotkowski, Krejci 2012). Both researchesre carried out on
representative samples of respondents.

The researclRisk of Internet communication Was carried out on a sample
of 12 533 respondents under 18 years of age. Tlaé iéport concluded, for
example, on which data children can be tracedahlife - name, along with
the surname were published by 72,97% of respondantstold by 60,22%
of the respondents; according to this study, 63,58%zech children share
e-mail address, 22,8% of children share phone numbe

The researclrisk of Internet communications ivas carried out on a much
larger sample which consisted of 21 372 respondemtsr 18 years of age.

The data from the researched showed (as in théopievesearch) that name,
along with the surname are published by 75,64%spondents and told by
51,96% of the respondents; according to this stusB;68% of Czech
children share e-mail address and 16,78% of childteare phone number
(see section 3.4).
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2 Research methodology

Description of the research procedure involvesam$eobjectives followed

by research problems, selection of respondentadima) a description of the

research sample, methodology and timetable ofebearch and a description
of the measured data and statistical procedures.

2.1 Research objectives

The main objective of the research was to deterrfingprevalence of risky
behaviour among Czech children associated with rimédion and
communication technologies, especially the Inteamet mobile phones.

In the descriptive level of the research the ains weadetermine the number
of victims and attackers involved in the various nifesstations of
cyberbullying. Simultaneously it monitored who the victims wouwldntact
in case of need (teacher, parent, sibling, friend..

Next goal was to determine whether children commwatei with strangers on
the Internet, if they were asked for a personal timgeand if they were
willing to meet virtual friends or acquaintances rigal world, which is
closely related to the phenomenon caltgtdergrooming.

The aim was also to find forms of public sharingrdfmate materials in the
Internet and reveal the motivation of pubescent addlescent for this
behaviour, i.e.sexting We also wanted to know how many children
respondents considered sexting dangerous and risky.

We focused on sharing of personal data by childoen the Internet
(especially the face photo) and their knowledgesadtial networks. Social
networks represent a place of numerous cyber-attackhich are
implemented with the use of personal informatioarstl by each user, and
data that attackers get if security of these neta/ails.

91



We will not mention relational goals here as welighied their conclusions
in professional journals.
2.2 Research problems

Due to the nature of formulated research objectives set the research
problems in the descriptive level.

For the descriptive problems we found answers tjinobasic variables of
descriptive statistics to that derived from theavlied frequency of observed
phenomena.

The descriptive research problems were as follows:

A. What is the number of victims of cyberbullyingrilation to its individual
occurrence and platforms on which it takes place?

B. What is the amount of the originators of cybengaly in relation to its
individual occurrence and platforms on which itaalkplace?

C. Which communication platform is most commonly usddr
cyberbullying?

D. Who the victim contacts if experiencing cyberbinby/?

E. How many children would go to a personal meetirith vihe Internet
acquaintances/ friends, if they were asked?

F. How many children received an invitation to a peeaneeting with the
Internet user without verified identity?

G. How many children arrived at a personal meetinth e Internet user
without verified identity?
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H. How many children put their sexually oriented mials on the internet?
I. How many children sent their sexually orientedemiats to other people?
J. How many children consider sexting risky and daogs?

K. What kinds of personal data are shared among Cekittiren on the
Internet most?

L. What personal data children sent most to otheisusethe Internet?

M. How many children were requested by another peosothe Internet to
send their facial image?

N. Which social network do Czech children know?

O. On which social networks Czech children have theaounts?

2.3 Selection of respondents

As in previous years (2009-2012), when we implem@similar studies, the
basic sample consisted of Internet and mobile phostedent users in
primary and lower secondary schools throughoutthech Republic.

Due to the issues examined, the age of responderstsdefined from 11 to
17 years, while we further divide this period itteo age categories: 11-14
years (middle school age), 15-17 years (older dchge).We came with the
division into the above age categories with regargossible differences
between pubescence children and children in eddieacence.

To increase the representativeness of the resesansple, we tried to obtain a
proportional number of respondents to match denpidcadistribution of
each region. To select elements to the researchlsame chose a controlled
selection (proportional stratified sampling), in ielh a number of
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respondents chosen to the notional subgroups (in case regions)is
proportional to the number of respondents in theupation.

Approximate composition of the basic sample acecaydo age group 11-17
years we found on pages of tGeech Statistical Offi¢especifically from the
data measured in 2011 in the census, see tableanumb

Region Number % distribution
of respondents of respondents
Prague 62 047 9,04
Central Bohemian 82 376 11,99
South Bohemian 43 067 6,27
Plzen 36 259 5,28
Karlovy Vary 20 653 3,01
Usti nad Labem 57 980 8,44
Liberec 29 994 4,37
Hradec Kralove 37 562 5,47
Pardubice 36 136 5,26
Vysocina 36 941 5,38
South Moravian 74 923 10,91
Olomouc 43 031 6,27
Moravian-Silesian 85 809 12,49
Zlin 39 900 5,81
Basic sample 686 678 100%

Table 1: Composition of the basic sample

2.4 Description of the research sample
The total number of respondents in the researchksRisf Internet

communication even numbered 21372 respondentselffiollowing Table 2
and Table 3 the sample is of respondents is destithdetail.
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Girls Boys
11-14 7923 6731 14654
15-17 3920 2798 6718
11843 9529 21372

Table 2: Structure of the sample of respondentselxy

Girls % Boys %
11-14 37,08 31,49 68,57
15-17 18,34 13,09 31,43
55,42 44,58 100

Table 2: Percentage distribution of gender in gs2arch sample

 Girls
i Boys

n=21372

Chart 1: Percentage distribution of gender in #search sample

2.4.1 Regional distribution of the research sample

All regions of the Czech Republic were included stn@spondents however,
we noticed in the Moravian-Silesian Region, theitedity of Prague and
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Vysocina region. The fewest respondents came frioenHradec Kralove
region.

The numbers of respondents corresponded with thegeaphic distribution
of individual regions.

Region Number % distribution
of respondents of respondents
Prague 2 060 9,64
Central Bohemian 2061 9,64
South Bohemian 1218 5,70
Plzen 1398 6,54
Karlovy Vary 903 4,23
Usti nad Labem 1856 8,68
Liberec 1076 5,03
Hradec Kralove 686 3,21
Pardubice 1271 5,95
Vysocina 1580 7,39
South Moravian 1453 6,80
Olomouc 1395 6,53
Moravian-Silesian 3364 15,74
Zlin 1051 4,92
Basic sample 21 372 100%

Table 4: Percentage distribution of the researofpsa

The following Chart 2 shows a comparison of peragatproportionality of
chosen respondents with basic sample in each region

The chart shows that we managed to get an appréxipraportionality of
the research sample (selection) with respect t@lbosen basic sample.
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§ Respondents

Basic sample

Karlowy Vary

Usti nad Labem
Liberec

Hradec Kralove
Pardubice
Vysocina

South Moravian
Olomouc
Moravian-Silesian

Zlin

Central Bohemian
South Bohemian

Prague
Plzen

Chart 2: Comparison of the distribution of resparideand the basic sample
in regions

According to the proportionality representatiorregpondents in each region,
most respondents were selected from the Moravikesian region.

2.5 Research methodology

With regard to the intended number of respondehésresearch was oriented
guantitatively. The initial research method was #wplorative method,
within which we used a questionnaire as a resdatmique.

The validity and reliability of the questionnairesrg verified in the previous
researches. It contained a total of 71 items (4@atbomous, 2 polytomous,
22 with multiple possible answers and 7 open), tvhigas based on
theoretical knowledge and were arranged in a wasefiect the set targets
and emerging issues.

The questionnaire was distributed electronically-koe)through the E-
Bezpeci questionnaire system, which contains 8 é4fail addresses of
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schools, educational institutions, associationsedirat children and young
people and other institutions throughout the CZ&epublic.

The list of addresses was made by the membersedEBezpeci project in
2009-2012from publicly available sources, due te tmplementation of
previous research investigations.

The anonymous questionnaire, which automaticallyfied, where it was
sent from (IP address, regional affiliation, moriitg the behaviour of
respondents using Google Analytics tools, etc.pref the possibility of
mentioning e-mail address of the school, throughchvlits representatives
could be in touch with the research team - som@dshinvolved in the
research investigations applied for the isolatidntleir data and their
subsequent processing.

2.6 Timetable of the research

Preparation of research began on Mdy 2012; data were collected from
November ¥, 2012 to January®] 2013. The evaluation was realized during
February 2013.

2.7 Data and statistical procedures

The measured data were mainly on nominal and drdel, which
corresponded to their subsequent processing aneneahoperations and
statistics used.

The advantage of the electronic version of the tp@saire was automation
of data collection in the relevant tables. Subsatiyesorting, processing and

evaluation were performed.

To the descriptive problems, we looked for answiersugh basic variables
of descriptive statistics (calculation of the cluaeaistics of position —
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measure of central tendency, calculation of stahdawiations, calculation of
percent, etc.) and even the graphical representati@re included.

To verify the hypothesis, we used the inductiveisias, namely chi-square

test of independence for four-square table. Howeasralready mentioned,
the results of the relational research will nontentioned.
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3 Results of the research

The research results present a summary of the mmsirtant descriptive
research data. As we noted in thiroduction to the topicthe conclusions of
the relational part of the research have been guddi in professional
journals, therefore, they are not given here.

3.1 Cyberbullying among Czech children

The largest part of the researBlisks of Internet communication Was
traditionally devoted to cyberbullying.

Among the groups of questions these issues wehedied:

A. victim of cyberbullying (the number of victims in relation to individual
acts of cyberbullying and the platforms, on whigherbullying takes place)

B. originators of cyberbullying (the number of attackers in relation to
individual acts of cyberbullying and the platforrma which cyberbullying

takes place),

C. persons involved in the dealing with of cyberblying (who the victim
would contact when experiencing cyberbullying),

D. and other related phenomena (specific forms of cyberbullying
implemented, for example, by breaking into accamd subsequent identity
theft etc.).

From the point of view of forms of cyberbullying atacks we observed

a) verbal attacks in cyberspace in the form of maltreatment, humiliation,
insulting, ridiculing, embarrassing of the child,
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b) threats and intimidation of the child,

c) extortion of the child,

d) identity theft,

e) breaking into account,

f ) harassment by drop-calls,

g) humiliation, embarrassing realized by spreadinghotographs,
h) humiliation, embarrassing realized by spreadincaudio,

i) humiliation, embarrassing realized by spreadingvideo.
Victims of cyberbullying
According to the research resul¥),62% of the Czech children met with

any of the forms/manifestations of cyberbullyinge ghe following chart no.
3.

50,62 %
Yes (victims
of cyberbullying)
49,38% - o
" T )
Yes (victims of cyberbullying) No n=20265

Chart 3: Victims of cyberbullying
On closer inspection, we learned that most viciaecg verbal attacks, such

as offending, embarrassing, humiliation, sweargtg, (33,44%) and with a
desire of the attacker to break into thelectronic account(32,58%)—-these
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are the cases when respondent found that someomegethto log into their
account associated with certain Internet servigeh @s e-mail, account on a
social network or account for ICQ, Skype etc. Abusfe account for
cyberbullying then occurred in 30,38% of casesteeldo breaking into an
account.

Bothering by drop-calls experienced 24,08% respoisiethreatening or
intimidating experienced 17,38 % respondents.

On the next page (in chart no. 4) we offer a dataparison with previous
research Risks of Internet communication Ill. As eeged from the
comparison, we came to the same conclusions last ye

40,00%
35,005 3348% 32,58%

31,60% 31,68 %
30,00%
24,08%
25,00% 23,43 %
20,00% 17,38%
15,88%
15,00%
* 10, Dsss 10,853 1232%
10,00%
: *733%
. 2% ssa%“‘”‘ o 345 %
5,00% -
"l
0,00% e —

m2011

verbal attacks drop-calls threats & identity extortion photos videos audio breaking into
intimidation theft account

Chart 4: The most common forms of cyberbullyingrrthe perspective of
the victims - a data comparison

Attackers of cyberbullying

In our research we were interested in the issueybérbullying from the
perspective of its victims and attackers. And beeaaf the anonymity of the

102



research, 30,13% of the children admitted realiziggerbullying or being
engaged in already ongoing cyberbullying.

60,87 %

m Yes (attackers
of cyberbullying)

30,13 %

m No

Yes (attackers of cyberbullyi M
es ( ers of oy ullying) o n = 19360

Chart 5: Attackers of cyberbullying

Breaking into account 2,48%
Verbal attacks
Drop-calls

Photos

Threats and itimidating
Videos

Extortion

Identity theft

Audio

n=19360

Chart 6: The most common forms of cyberbullyingrrthe perspective of
attackers
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And again, it is evident that the attackers triesparticular to break into
electronic account of victims — 10,36% of them dthdi that later they took
advantage of access to the account to get its owwtwetrouble.

Verbal attacks also occurred (10,68%) in the fofnineults, embarrassing,
ridiculing and bothering by drop-calls (5,69%).

Communication platforms of cyberbullying

An important indicator of the monitored phenomerisncommunication

platform; on which cyberbullying is carried out rhosften from the
perspective of the victim and the attacker, seetsffaand 8.

Social network 44,47 %

5MS

Non-public chat

Public chat
Other service

E-mail

Blog, web

n=7809

Chart 7: Cyberbullying by communication platformthe victim

104



Social network A7 %

SMS

Non-public chat, IM

Public chat
Other service

E-mail

Blog, web n=2131

Chart 8: Cyberbullying by communication platforntke-attacker

Attacks associated with humiliation, insulting amidiculing of chosen
victims are carried out especially in the environinaf social networksthat
were used by 37,17%of the attackers. Also privatats or instant
messengers (21,02%) and SMS messages (18,49%geatdou the attacks.

Persons involved in dealing with cyberbullying

We wondered who the victim would contact if expeded cyberbullying, so
we asked children about whom they would confidd they became victims
of cyberbullying.

Our attention was focused in particular on humiiligit insulting, ridiculing
and other verbal embarrassing - verbal attacks, illation, offending,
embarrassing using photographs; humiliation, ofiegdembarrassing using
video; humiliation, offending, embarrassing usingursd, threats or
intimidation; misuse of electronic account; harassmby drop-calls or
repeatedly sending large numbers of messagestiertoFor the results see
chart 9.
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Children would contact parents and teachers edpetiacases of extortion
(62,81%, 48,27%) and threats or intimidation (50/988,65%).

62,81%

50,96 %
,27 %

20,19% m parents
I

Hteachers

verbal photos videos audio threats breaking drop-calls extortion
attacks into account

parants n=19 177
teachers n=19 201

Chart 9: Persons involved in dealing with cyberyinly

3.2 Personal meetings with users of the Internetie basis
for cybergrooming)

The research also monitored the willingness ofdclit to communicate with
strangers with unverified identity on the Interzetd their response to an
invitation to a personal meeting with the strandsn. us, this area of interest
was the basis for the phenomenon of cybergroomimg which it is
significant that the attacker chooses the victingstto make contact with
him/her and then he/she manipulates the victim fances the victim to a
personal meeting.
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However, it should be noted that not every comnatioo with a stranger on
the Internet must be necessarily dangerous fochild and will lead to the

sexual abuse! But if a child encounters a groomeyberspace, it may result
in huge danger; see the individual cases from tteck Republic and abroad
in section 1.2.4.

Children were therefore asked the following quesiorhe answers to them
are represented in the form of charts.

Do you chat with people that you don’t know persdya

53,16%

m Yes,

46,84% B No

n=17418

Chart 10: Communication of children with strangensthe Internet
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If you were asked by a stranger from the Internet.g. on the social
networks, etc.) with a request to add him/her amoygur friends, which
you can communicate with (e.g. among friends/cortigcetc.), would you
do it?

7343 %

m Yes, Twill
26,57 % B No
Yes, | will n=17 302

Chart 11: Willingness of children to add an Intérsteanger as a
friend/contact
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Has any of your Internet friends asked you not telltanyone about your
communication with him/her?

74,33 %

m Yes, | would

n
25,67 % No

Yes, | would

n=9229

Chart 12: Request for keeping communication sdunréhe unverified person
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If you were asked by your Internet friend for a p@nal meeting, would
you go?

64,02 %

35,98%
B Yes, | wold

B g

Yes, | would Mo n=9132

Chart 13: Request of an unverified person for pebmeeting with a child

110



To whom would you say about such a meeting?

70,00% -

63,64%

60,00%

50,00% -

36,36%

40,00% -

30,00%

20,00% -

10,00% -

0,00%

Chart 14: Willingness of a child to confide in same about the planned
personal meeting with an unverified person fromititernet

Have you ever been invited by your Internet frietala personal meeting?

56,18 %

43,82%

m Yes

H No

n=9203

Chart 15: Invitation to a personal meeting fromuanerified person from the
Internet
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Did you go?

50,81 %

49,19%

H No

n=4072

Chart 16: Meeting of a child with an unverified pen from the Internet

Have you ever invited your Internet friend to a gemal meeting?

54,35%

m Yes

45,65 %

¥ No

n=4079

Chart 17: Child’s offer for a personal meeting vathunverified person from
the Internet
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Do you consider communication with people from th&ernet you do not
know personally risky/dangerous?

57,99%

42,01%

m Yes

H Mo

n=17171

Chart 18: Children's views on the issue of saféyoonmunication with
strangers on the Internet

113



Do you consider a personal meeting with people frdine Internet you do
not know personally risky/dangerous?

76,07 %
m Yes
B po
23,93 %
Yes n=17 366

Chart 19: Children's views on the issue of saféfyessonal meetings with a
stranger from the Internet

Why you consider a personal meeting with peoplenfrthe Internet you do
not know personally risky/dangerous?
Examples of children's responses (the recordsatidmdergo proofreading):

It could be a deviant...

This person may have any "deviation" and could eboee, moreover, |
sometimes lie when communicating with unknown peapl they do as
well... so "beautiful young sexy girl" may turn eotoe some pervert...

If nobody in my area knows him and he "pushes dhéwedis apparently not
interested in a friendly chat.
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They will follow you and will find out when youiéh at school and they can
kidnap you and sexually abuse you.

You never know what kind of person he/she is!!!!
Instead of 17 years old Peter it may be 50 yeadslokeph.
You never know who is sitting behind a computer.

Because | don’t know him and do not know what h&tsua He can be fine
on the social site, but eventually he may turntoude a bastard...

Because | do not know what that person is likeal be anyone and we do
not know what he wants to do with us. But this n@yalways be so.

It depends if | have known him for a long time oftrex Internet. But if |
havent, | would be afraid.

I do not know what is out there, but if they aredyol will go. However, |
will go with the accompaniment and to a busy place.

So, it depends on how long we have been chattidgfame have seen each
other, for example, on Skype. If | had a video gath him, | would not
worry. But still I'd take a friend with me forrsu

We never know what kind of person it is. What heazuse to us. We don’t
know him at all... so there’s no reason to meetansonally and if so, only

with an adult close to the place of the meeting.

I do not know what he intends, if he does not mat etc... He could sexually
harass me and want sex from me.

Because the person can rape you.
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It can be a murderer.

Because | do not know the person face-to-face. dnthe Internet, he/she
may introduce herself/himself as Elizabeth andelity, it will be Franta.

When we know the person only from the Internegammot know how he/she
will behave in reality.

You know that...omg...rape, search, extortion...etc
Because someone could kill me. And because | Koo him.

He could tie me up and throw into the basementthed rape me, | will not
take a risk.

He could kidnap us, rape and Kkill us. Or take afif clothes and take a
picture of us when we"d sleep.

The person could for example: rape us, rob us,a@pk, blackmail us and
even kill us... everything is possible... Unfortiehg such people do exist and
are in our world...:/

He can kidnap me, rape me, torture me and evemill

They can hurt me! | have experienced that...

More than half of the respondents(53,16%)communicate with strangers
on the Internet, which didn’t surprise us, sinceeemlly teenagers use the
Internet to find friends.

For us, very troubling finding, however, was thataage percentage of
children @9,19%) attended a personal meetingvith an unknown person,

whom they knew only from the Internet and had newet him/her or seen
him/her in real world before.
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In relation to children's personal meetings of afgh with strangers on the
Internet thatdo not know personally, it was alseearled ifthey consider such
conduct risky or dangerous. 57,99% of respondeantssidered risky the

communication with people from the Internet theyrda know personally,

76,07% of respondents considered dangerous perswmeting with people

from the Internet they do not know personally. Disthis, 54,95 % of them
would attend a personal meeting.

25,67% of the respondents were asked by unveliifistnet users not to tell
anyone about their chatting.

The research also revealed interesting facts coesedth the situation who
a child would contact if asked by Internet userdgersonal meeting.

Friends or siblings who are younger than 18 yeavsldvbe entrusted by
58,70%, 41,06% of the children would tell their gras about the planned
meeting.

What is worrying is that teachers would be entmistnly by 3% of
respondents and even 15,01% would not tell anyboatahe meeting!

3.3 Sexting among Czech children

In the context of sexting among Czech children vemitored thetwo basic
forms of its spreadingas in previous years:

» location of sexually oriented material on the Intenet (such as a
profile on the social network or database of digatorage of
photos),

» direct sending of own sexual materials to other pasons(spouse,
boyfriend, girlfriend, friend, etc.).
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And we found that own sexually oriented materigihofos, video)were
placed on the Internet in 2012 by 7,23 % Czechdohil and 8,99%
respondents then sent it to other users.

After comparing the data from 2010, 2011 we canchaie thatthere was a
slight reduction of this behaviour among Czechdriih.

10,44 %

m Sharing

¥ Sending

Chart 20: Sexting among Czech children in 2010,12@0D12

If we look at the implementation of sexting accaglio gender, 65, 93 % of
respondents are girls and 34, 07 % boys, for deteit chart 21.
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65,93 %

u Boys

B Girls

Sharing Sending n=17 781

Chart 21: Sharing and sending sexually orientectni@s by Czechchildren
in relation to gender

It is interesting thanlthough 75,32 % of children think that sharing or
sending personal materials is risky, 6,24 % of thenshare these sexual
oriented materials and 8,90 % of them send these r&ials to others.

It is not clear why children are engaged in suchdcet, because they state
many motives for the implementation, e.g. efforestablish intimate contact
with a person of the opposite sex, boredom, ddsingresent and promote
himself/herself, the desire to be accepted in augrand overcome

embarrassment etc.

3.4 Sharing and sending personal data
ResearchRisks of Internet communication I8so included the issue of

sharing and sending personal data by Czech childiéinin the Internet,
because all mentioned dangerous communication phem® in the
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monograph (cyberbullying, cybergrooming, sextingyberstalking) are
derived from it.

Sensitive personal informatiomost often shared by Czech childrerare
name and surname (75,64%), e-mail address (58,6a9d) face photo
(55,19%), see table 5.

Order Personal information %
1. Name and surname 75,64%
2. E-mail 58,67%
3. Face photo 55,19%
4, Phone number 16,78%
5. ICQ, Skype, other instant messengers 16,06%
6. School address 16,02%
7. Home address 12,76%
8. No personal information 10,42%
9. Birth certificate number 2,92%
10. E-mail account password 2,58%
11. Credit card password 1,18%

Table 5: Personal data that are shared on thenkttby Czech children most

Face photosrepresent one of the most dangerous personal iaf@mthat
children can publish about themselves, as we hagtioned in the chapter
about cybergrooming. It is also abused for cybdymd or cyberstalking.

Personal informatiormost often sentby Czech children are name and
surname (51,96 %), e-mail (31,47%) and own face@{6,76%).
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Order Personal information %
1. Name and surname 51,96%
2. E-mail 31,47%
3. Face photo 26,76%
4, Phone number 26,32%
5. ICQ, Skype, other instant messengers 22,36%
6. School address 16,98%
7. Home address 9,42%
8. No personal information 8,12%
9. Birth certificate number 2,05%
10. E-mail account password 1,11%
11. Credit card password 0,89%

Table 6: Personal data most often sent by chiltrethers

The results also showed that 27,80% of childrereveesked by others on the
Internet to send photos of their face and 50,71%eMm responded to the
request positively, although 66,45% respondentscarevinced about the
risks of such behaviour.

Furthermore, 19,54% of respondents said that ttsked his/her Internet
friend for a face photo.

3.5 Czech children and social networks

Social networks are currently very popular not jastong children, as the
statistics of ZoomSphere system (2013) evidencedth8re are numerous

manifestations of hazardous communication practicéisis environment.

We monitored, which social network Czech childierow and on which
theyhave an accountsee the following charts.

121



92,29%

62,83%
5 %
24'41%29,15%
54,80%
57,14% 8,87 %
28,13 %
11,99% 3,67 %
Facehook Google+ Twitter MySpace Gifyo Unknown
Lide.cz Spoluzaci.cz  Libimseti.cz Badoo LinkedIn
n=18277

Chart 22: Social networks that Czech children know

81,53 %

9,94 %
' 8,76 % 8,73 % 7,66 % 8%

1,98 %

Facebook Google+ Twitter Badoo MySpace Linkedin
Lide.cz Spoluzci.cz Libimseti.cz Unknown Gifyo

n=18166

Chart 23: Social networks that Czech children use

122




Most respondents know the social netwBdcebook(92,29%), next Lide.cz
(62,83%), Google+ (57,14%), Spoluzaci.cz (54,8080 awitter (51,80%).

If we take a look at accounts children use on twas network and compare
the results with the results of the resedritks of Internet communications
I, the first place belongs to Facebook (81,53%)@atmetwork Badoo
doesn’t take the second place, but Lide.cz does)&llowed by Google+
(30,54%) and Spoluzaci.cz (27,89%).

As for other web serviceutside of social networks, we found out that more
than half of the respondents have a YouTube acc@®tl7%). Some
respondents have an account on Rajce.net (11,1888kacz (11,74%).

58,17 %
11,18%
11,74 % 1,B6%
mE m
T T T T T 1
Youtube Mone Alik.cz Rajce.net  detskaseznamka.cz
n=18151

Chart 24: Additional web services on which Czecitdecén have an account
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3.6 The perception of truth and lies on the Interne

The ability to distinguish between truth and ligsthe Internet may not be
simple at all. And critical ability to reconsidarformation that other people
say about themselves when communicate with childien virtual
environments (especially on the Internet) is criucidhe success or failure of
manipulative communication techniques (e.g. witkiybergrooming) and
other related techniques.

We therefore investigated whether respondents aviel the truth (when
communicating on the Internet) and whether theyekelwhat other people
say about themselves in the virtual environment.

75,87 %

Yes

B Sometimes yes, sometimes no

21,63%
N No
T T T 1
Yes Sometimes yes, No
sometimes no n=17122

Chart 25:Answer to the question: Do you believe what petgllesou about
themselves?
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66,98 %

mYes

33,02%

EnNo

n=17 275

Chart 26: Answer to the questiddo you always tell the truth when
communicating on the Internet?

Only 2,49%of children believewhat other people say about themselves on
the Internet.

And only 33,02% of respondentalways tell the truth about themselves on
the Internet.
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4 Possibilities of education and prevention of risk
behaviour on the Internet

The topic of prevention of risky behaviour assamiatvith the use of ICT has
been discussed for many years in the Czech sociétgre are numerous
prevention programs, which are realized both btestestitutions, and private
entities. Prevention is very often underestimabetiause a preventive effect
on negative risk phenomenon is very difficult tttae and measure (e.g.
longitudinal experimental comparison of the resulfsthe institution, on
which prevention takes place, with those on whiod preventive program
was not implemented).

At the national level, the prevention of safe bebtaw on the Internet falls
within the area of crime prevention (coordinatedtiy Ministry of Interior)
and in the area of prevention of risky behaviowofdinated by the Ministry
of Education). This area is insufficiently anchotegally, because the area of
risky behaviour on the Internet is a relatively nmpic and the documents
focused on this are ago through a constant pradfesvision and editing(e.g.
methodological recommendations for primary prewjti The change could
be brought by emerging legal standards, such dsthabout cyber security.

The ideal way to achieve a positive outcome of enéion is a combination
of direct education aimed at vulnerable target grofi people and people,
who work with this group, with media campaigns aimat particular
phenomena. Direct field education is, in our opinithe basic means for
spreading information on the socio-pathological aébur associated with
use of the Internet and thus also the basic funatianstrument of
prevention.

Other functional form of prevention is the offeriod alternatives to risky

behaviour on the Internet, such as range of leisgtevities, etc. Another

important form of prevention activities is also @yention implemented by
providing positive patterns of behaviour among pteeteachers and peers.
This should be automatically a part of the chilidirey process.

126



Centre for the Prevention of risky virtual commuation at Pedagogical
faculty, Palacky University in Olomouc, realizegaigh its educational
programs (E-Bezpeci, E-Synergie, etc.) preventionthie field of risky
behaviour associated with ICT especially in thenfoof education and
through media campaigns. In the following part, taxt will focus on how
prevention through education is implemented aedéffit target groups.

4.1 Education of children

The group, which is most endangered with sociogdatiical phenomena
associated with ICT is, of course, children (sesults of research
investigation of the E-Bezpeci team). To be thecatlan of the target group
the most effective, it must be based on the modség of victims dealing
with individual risk phenomena (e.g. victims of eybullying, etc.).

The E-Bezpeci program uses a case study for thepirtation of model
cases from all over the world, especially from thi€, USA, Poland and
other countries, which are complemented by thescabthe Czech Republic.
Theoretical interpretation is involved in this pram only if it is necessary to
explain the risks associated with various phenomena

The base is the detailed analysis of cases in wthielthild became a victim
of cyberbullying or sexual assault. Most casescamaplemented by photos
of the attackers and victims in order to connect @entify participants in

training events with victims. Educational and pratisee effect multiplies

when using these photographs. Unfortunately, tlkersts so called “clamp
law” in the Czech Republic (Act of Februar{’,52009 amending Act No.
141/1961 Coll., code of criminal procedure, as asheeln and certain other
laws), which prohibits publishing photos of underagctims, so the E—
Bezpeci program uses the well-documented casesdbyoad. What's more,
the foreign case interpretation has been alreadskimg with cases that
ended tragically for the victim. That fact incremgbe preventive impact on
children.
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The question is who should provide the educationpopils. In school
practice this task usually belongs to the methofiistprimary prevention
(school prevention), who is however, engaged irvgmméon in other areas
related to socio-pathological behaviour and hefsften has a common job.
The position of the prevention methodist is therfgrened only part-time,
which is insufficient due to a number of topicsatetl to risky behaviour of
children. Furthermore, it is not appropriate if yaetion in this field is still
provided by the same teacher. It is effective taténexternal teacher who is
really intensively engaged in the topic and is dblanswer any questions.

Prevention is often performed in cooperation witke tpolice, namely
Prevention and Information Group. Time options bé tpolice are very
limited and not every policeman has passed traiimirige prevention of risky
behaviour on the Internet. Moreover, due to redycthe number of
employees of the Police of the Czech Republic,ethgra reduction in the
number of staff of prevention-information departten

The solution is to use education project implemeig a team of E-Bezpeci
that finances a large number of actions by grantstargeted subsidies, so
the education for school is usually free of chatyés not possible to ensure
free education in all cases due to limited subgidy,schools that respond in
advance can get education for their pupils withbatneed to finance it.

Details of training events of the E-Bezpeci projemte available at
http://vzdelavani.e-bezpeci.cz.

4.2 Education of teachers

Teachers, of course, must be informed about theio-gathological

phenomena associated with ICT as well as theirlpudiere, however, it is
not necessary to work with a case study as an &siseducational support.
In addition to the basic theoretical informatiorsyphology, pedagogy, IT
aspects, etc.), teachers must obtain the informatibout resolving the
situations in accordance with applicable legal déads. In the context of
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education it is also necessary to explain what doifdthere is a case of
cyberbullying in the school, how to solve situai@ssociated with recording
as mobile phones, publication of photographs ofdehin on a school site,
problems with Facebook, complying with the ruledirdel in the internal
school rules, etc. Very few organizations in thee@rz Republic are able to
provide teachers with so conceived and comprehensi&ining. The E-
Bezpeci program is able to provide teachers wiih ¢cbmprehensive training
as one of the few programs in the Czech Repubilipod want to learn more
about education of teachers, visit the website Miftelavani.e-bezpeci.cz.

4.3 Education of parents

The question of parents’ education is very probksmsimply because the
parent is the most difficult element in the prei@mtof risky behaviour
associated with ICT. Parents are usually very targy do not have a lot of
free time, in which they could be educated. Themfan appropriate form of
prevention aimed at parents appear to be preventatized especially
through mass media - in the form of visuals orJieien programs, or
campaigns performed in the Internet environment ifleal situation would
be if parents cooperated directly with the schoothe prevention of risky
behaviour associated with ICT. This ideal situatisn however, rarely
achieved.

4.4 The education of future teachers

Another way you can support the prevention assediatith risky behaviour
of pubescents and adolescents on the Internetcisedsing knowledge and
skills in this area for future teachers — studeritpedagogical courses. This
topic associated with risky behaviour on the Ingé¢iis included in the series
of optional subjects (e.g. Modern Trends in elaatraccommunication, E-
Bezpeci for teachers, etc.) at the Pedagogicaltigdialacky University in
Olomouc and it is also a part of the project OP E¥Synergie - scientific
network for risks of electronic communications, Bgolgical faculty, Palacky
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University in Olomouc. This project increases knedge and skills of
student teachers through possibilities of educatind prevention lectures,
seminars, workshops and excursions; these studdhtse able to cope with
various crises in school practice better.

More about the project can be found on the website/.esynergie.cz.
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Summary

Publication Risks of internet communication IV wareated within the
research of project E-Bezfiewhich is realized by Centre for the Prevention
of risky virtual communication at the PedagogicacHty of Palacky
University in Olomouc.

The monograph consists of the original resultshefthird course of research
(research report from the previous survey — wwveepkeci.cz) focused on
the area of risky behaviour on the Internet and ileophones, it means
communication and information technologies. But tiet does not include
the detailed conclusions of the study, as they weitdished in specialized
periodicals.

The work is divided into four main chapters thatveio both theoretical
anchoring of the research as well as its resutisiding methodology.

The first chapter Theoretical possibilities of altveel phenomena present to
readers the phenomena that are associated witlesa@oit risk behaviour

(pubescent and adolescent) on the Internet. Speltyfi it describes the

problems of cyber bullying, sexting and sharingldriein personal data in

virtual world. In the first chapter there are alstks to the relevant authors,
publications and statistics illustrating the toflityeof these subjects.

The second chapter is called Research methodoltigyntroduces the

research plan and the research objectives. Itcastains a description of the
research sample and research methodology as wéleasmetable of the

research and processing method of data obtained.

The third chapter presents the research resultst, Bitention is paid to the
matters of cyber bullying, its forms, victims, drigtors etc. Then, the objects
of interests are personal meetings of Czech childvith internet users and
dangers of communication with strangers over therhet. In this chapter

there are also discussed the research resultsxtiiggethe use of social

network and sharing or posting personal data oirtieenet.
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The fourth chapter monitors the actual cases ddyrisehaviour on the
Internet that were dealt with by Centre PRVoK.

The fifth chapter Possibilities of prevention afky behaviour on the Internet
proposes the possibilities of protection againstghenomena mentioned.

The monograph is concluded by information abouhenst and by links to
web sites of the projects (E-Synergie, E-B€zpPRVoK) dealing with the
prevention, research and education in the fieldasfgerous communication
phenomena realized within information and commurocatechnologies.
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Zusammenfassung

Die Publikation Die Gefahr der Internetkommunikatiy/ ist im Rahmen der
Forschung des Projektes E-BeZipentstanden, das durch Das Zentrum fir
Pravention der Risiko — und Virtualkommunikationr deadagogischen
Fakultat der Palacky Universitét in Olomouc realisivird.

Die Publikation besteht aus Ergebnissen des schaterd Laufes der
Forschung (der Forschungsbericht tber die vorigersdhungen — www.e-
bezpeci.cz), die auf den Bereich des RisikobeneknmiMilieu von Internet
und Handys, d. h. der Informations- und Kommunikasiechnologien,
orientiert ist. Der Text beinhaltet jedoch nicht e diausfuhrlichen
Schlussfolgerungen der Forschungstatigkeit, wediseliin Fachperiodiken
veroffentlicht wurden.

Der Text wird in vier Tragkapiteln strukturiert,edsowohl die theoretische
Verankerung der Forschung als auch ihre Ergebimigsesive Methodologie
beinhalten.

Das erste Kapitel Die theoretischen Ausgangspurdee beobachteten
Phanomene macht die Leser mit solchen Erscheinungjesmnt, die eng mit
dem Risikobenehmen der Heranwachsenden (im Stad@rmPubeszenz und
Adoleszenz) im Internet verbunden sind. Konkret rakgerisiert es die
Problematik von Cyberschikane, Sexting und Teilegr ghersonlichen
Angaben von den Kindern in der virtuellen Welt, woldie Verweise auf
benutzte Literatur, betreffende Autoren und Stasst, die die Aktualitat der
angefiihrten Themen illustrieren, nicht fehlen.

Das zweite Kapitel tragt den Namen Die Methodolodge Forschung, es
stellt das Forschungsvorhaben und — ziele vor. &vdieinhaltet es die
Beschreibung der Forschungsgruppe und der Forsshuethodik, das
Zeitharmonogramm und die Weise der Verarbeitunggdaronnenen Daten.

Das dritte Kapitel prasentiert Die Ergebnisse dens€éhung. Zuerst wird die
Aufmerksamkeit der Fragen der Cyberschikane, ihFemmen, Opfern,
Tatern usw. gewidmet. Dann werden zum Objekt desrdases personliche
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Treffen der tschechischen Kinder mit Benutzern bhésrnets und Risiken
der Kommunikation mit unbekannten Personen Uber Matgwerk. Es
werden auch die Ergebnisse der Forschung im BewminhSexting, sozialen
Netzwerken und Teilen oder Senden der personlighegaben im Internet
behandelt.

Das vierte Kapitel monitore aktuelle Falle im Imtet, die geldst Zentrum
PRVoK.

Das fiinfte Kapitel Die Méglichkeiten der Praventies Risikoverhaltens im
Internet bietet die Maoglichkeiten des Schutzes wen geforschten
Erscheinungen an.

Die Monographie wird mit Informationen Uber Autorend mit Links zu
Webseiten der Projekte (E-Synergie, E-B&tpBRVoK) abgeschlossen, die
sich mit Pravention, Forschung und Bildung auf desid der gefahrlichen,
im Milieu der Informations — und Kommunikationstectogien realisierten,
Kommunikation-serscheinungen befassen.
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